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Smart City Resilience

Resilience is the ability of a system, community or society to resist, absorb,
accommodate, adapt to, transform and recover from the effects of a hazard. Resilience
cannot be achieved without significantly changing the way cities manage urban spaces,
with multiple stakeholders playing a role. These include local government decision
makers, city officials and departments, central and provincial governments, the private
sector, civil society, non-governmental organisations, community-based organisations
and academic institutions.

United Nations Office for Disaster Risk Reduction (UNDRR) “Making Cities Sustainable and Resilient”, 2019.
https://www.undrr.org/publication/making-cities-sustainable-and-resilient-lessons-learned-disaster-resilience-scorecard
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Graphycal Representation of Resilience

= A negative event occurres (i.e. a threat exploits the vulnerability of a given component)
* The system detects the occurrency of negative event

* The system reacts to the negative event and tries to recover its state
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Source: “The Human Landscape — The Functional Bridge between the Physical, Economic, and Social Elements of Community Resilience” The CIP Report, George mason University, November 2016
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Intelligent New Intelligent Smart Rapid Environmental
logistics energy transportation travel response monitoring
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Smart City Layers — How difficult will be to manage a Smart City %




WHAT IS loT?
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Modern video surveillance sector, especially loT, is at great risk of cybercrime cyber attacks
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Biometric Recognition
and
Behavioural Detection

Assessing the ethical aspects of
biometric recognition

and behavioural detection
techniques with a focus on their
current and future use in public
spaces

Policy Department for Citizens’ Rights and Constitutional Affairs
Directorate-General for Internal Policies
PE 696.968 - August 2021
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Smart cities / communities
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COMMON PROBLEMS: Operations, Technology, Privacy, Ethics, Safety, (cyber) Security




A Smart City is made of people, processes, organizations and technologies
Resilience must take in consideration all these components, plus cultural background, to be
complete and successful.
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Source: Adapted from the USC Marshall School of Business
Institute for Critical Information Infrastructure Protection




Organizational Dimension (Leadership & Strategy)
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Built Community Resilience Indicators (Ref. ARUP & UNISDR )

Community Key Infrastructures Electricity Telco Rail Gas Water Airports ...
Community Key Functions Hospitals Public Offices Financial Services Law Services e
Community Key Organization’s Capacities Effective Leadership Integrated Development Planning ...

Built Community Environment including dependencies (Ref. NIST SP1190 Vol. | & Il )




Processes

Operational
Framework

Al-based threat detection,
analysis and intervention
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Privacy-preserving technical
and legal framework
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Ethics Technologies

= Ethical & explainable Al
= - including security awareness
Ethical Cybersecurity 11
Framework Framework

Decision-making support tools
combining Al + human-in-the-loop
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Issues addressed by the IMPETUS Project

- This project receives funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 883286.



@ IMPETUS What is COSSEC

COSSEC stands for “Community of Safe and Secure Cities”. It is a
group of individuals representing organisations or projects that
have an interest in or might be affected by the work being done by
the IMPETUS project. The first steps in establishing the
community were made even before the project started, and one
of the tasks in the project is to develop and foster COSSEC. We
foresee that COSSEC will continue after the end of the IMPETUS
project itself, as a forum for organizations interested in using
IMPETUS results, or with a wider interest in the topics addressed
by the project. Governmental authorities Move policies in
the right direction

Influence project
Smart city operators direction, ensure
Emergency agencies results fit needs
Citizens organisations

The idea of COSSEC is to extend involvement in the project to COSSEC
stakeholders beyond the project consortium. COSSEC members External feedback
will influence IMPETUS activities so that solutions emerging from Hetvarlc helps development
the project will meet local needs in other cities and/or meet other Researchers
concerns or requirements they might have. Some COSSEC Experts
members will be early adopters of project results. -t
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2021 > 2020 - 2023

Innovators
Channel for long-

term smart city
R&D promotion

17
- This project receives funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 883286.



COSSEC Sttakeholders Community
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- This project receives funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 883286.



@ IMPETUS COSSEC Status at 15.11.2021

COSSEC expectation from IMPETUS DoA (Description of Activities)

Number of members: > 40 members
Diversity of members: > 10 cities
Diversity of members: > 5 citizen groups
Diversity of members: > 10 EU countries
Number of Workshops: = 2

Number of Webinars: =2

COSSEC Status
November 15, 2021

Number of members: 26 (for details see COSSEC Platform https://prdgdm.giftmaru.com/)

Diversity of members: 6 cities (for details see COSSEC Platform https://pr4dgdm.giftmaru.com/)
Diversity of members: 1 citizen group (for details see COSSEC Platform https://pr4dgdm.giftmaru.com/)
Diversity of members: 11 EU countries (for details see COSSEC Platform https://prdgdm.giftmaru.com/)
Number of Workshops: 0 (limited by COVID-19)

Number of Webinars: 2 (for details see COSSEC Platform https://prdgdm.giftmaru.com/)

- This project receives funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 883286.
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@ IMPETUS 15t COSSEC Webinar 04.05.2021

USE OF ADVANCED IT FOR THE PROTECTION OF PUBLIC SPACES
Virtual Meeting, May 04, 2021, 4 p.m. to 6 p.m. CET

4 p.m Presentations of Projects and Initiatives (chaired by COSSEC Sandro Bologna)

IMPETUS - Intelligent Management of Processes, Ethics and Technology for Urban Safety (H2020)
Joe Gorman (SINTEF), Matthieu Branlat (SINTEF)

SURE - Smart Urban Security and Event Resilience (UIA Initiative)
Autero Anniina (Tampere), Sdpyskd Minna (Tampere)

Snap4City - Firenze Smart City Control Room (International)
Paolo Nesi (University of Florence)

Open & Agile Smart Cities (OASC International)
Davor Meersman, Ricardo Pinho, Gert De Tant (OASC International)

5 p.m. Plenary discussion around the most challenging topics (chaired by IMPETUS Matthieu Branlat)

Security technology application for the protection of public spaces
with contributions from IMPETUS: Joaquin Luzon (Insiktintelligence) and Joe Levy (Cinedit)

Operational impact of security technology application for the protection of public spaces
with contributions from IMPETUS: Lars Ole Grottenberg (OSLO Kommune)

6 p.m. End of the virtual meeting
To get copies of the presentations go to https://prdgdm.giftmaru.com/
Section: Activities/Events/Virtual Meeting May 4th, 2021




@ IMPETUS 2nd COSSEC Webinar at 16.06.2021

Ethical and Legal Issues with the use of Smart Cities Technologies for Public Protection
Virtual Meetin 1

o
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luna 16 2021 2 n.m.to4d no.m_ CET
June 10, 2 p.m.t04 p.m. CEl
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2 p.m Introduction to the Virtual Meeting Sandro Bologna (COSSEC Chair)
Survey on use of Smart Technologies in Detecting Security Threats in Public Spaces - Ethical Issues (ISP IMPETUS Partner - Croatia)

Ethical Issues, personal data protection and possible misuses of personal data: a European perspective
(COSSEC Member Luigi Carrozzi - Expert of personal data protection - Italy )

Ethical Issues of perceived fairness in Machine Learning (ML) (COSSEC Member Deepak Khazanchi -University of Nebraska at Omaha, USA)
Open Discussion about some controversial claims (Chaired by Krunoslav Katic — ISP IMPETUS Partner)

4 p.m. End of the virtual meeting

To get copies of the presentations go to https://prdgdm.giftmaru.com/
Section: Activities/Events/Virtual Meeting June 16t, 2021

This project receives funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 883286.



@) mPETUS

PADOVA Application Pilot, 1 — 3 Dec., 2021

Sandro Bologna (TIEMS) — COSSEC Chair

Alex Townsend-Drake (CTPN) — COSSEC Member

COSSEC Participants

Fabio Perossini (H2020 FASTER) — COSSEC Member

This project receives funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 883286.




-
* OB » O

- m— e
@ TQCpng & Sondaggio sulle atti.. [ «laudato si' lasost.. @M ISTAT per gli obietti... » Elenca di lettura

@ IMPETUS COSSEC Platform available for the COSSEC Members

@ Community of Smart and Securs

« 5> C 0O & prdgdm.giftmaru.com
i B safety meets Security @ AIIC | Asscciazione...

G Culturainrete & Accedi- Google Ac.. [pf Comune di Velletri...

E3 1st ERNCIP/IMPRO.. Welletei 2030 - Hom...
kv Menu Fad Log out

22 App

@ Community of Smart and Secure Cities — COSSEC I’?
5N 2 % lE

‘-..a
Product

Documents

COSSEC Members Activities

About COSSEC

/:‘"“‘nw
project

direction,
ensure results
fit needs
Move Palicies
in the right
dirsction

External
helps
development

Channel far
long-term

Smart City
R&D
Promotion

2021 > 2020 - 2033

Copyright @2015 Global DRR Technology, All Rights Reserved,
® L Rd b0 &

e e




@) MPETUS nvitation to join COSSEC

Projects and initiatives to improve the security of public spaces and
community resilience are invited to apply for joining COSSEC

If you want to learn more about COSSEC, please contact:
Sandro Bologna, TIEMS, s.bologna@infrastrutturecritiche.it

or visit
the dedicated COSSEC Platform at https://prdgdm.giftmaru.com/

This project receives funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 883286.
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Presented by: Sandro Bologna
Email: s.bologna@infrastrutturecritiche.it
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