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The Platform – Objectives
New Emergency Management in a Resilience Era Facing Health, Climate and Energy Challenges

● Collecting and sharing information between security and emergency actors

● Detect threats ● Classify & monitor ● Optimize response
• Cla
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The Platform – Characteristics

Modular

Interoperability

Open & Extensible

Future proofed

IoT & Cloud computing approaches
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The Platform – Capabilities

Access Control

Alerting

Internal Integration

Security

External Integration

UI/UX
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The Platform – Access Control

Acces rights based on roles
- Within the platform users have associated roles, which allow access to certain 
features

Acces control policies
- Who can access information, where and when

Simultaneous users connected
- The platform  allows the connection of simultaneous users.
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The Platform – Access Control

Single-Sign On

LDAP and Active Directory

Standard Protocols

Centralized Management of users
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The Platform – Alerting

Alert centralisation
- The platform centralises the alerts produced by the integrated tools

Alerts displayed
- The platform displays the alerts in dashboards

Alerts priority
- The alerts have different level of attention
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The Platform – Alerting

•Notifications/ alerts in the form of a list will be displayed in a
‘main central’ dashboard.

• Alert messages will contain concise information: “Alert code” 
& “Alert summary” & “Alert date”.
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The Platform – Technical alerts vs. Operational alerts

For certain tools, the alerts will be divided into two categories:
üTechnical alerts
üOperational alerts

As an example, alerts for Human Computer Interaction will be:

-technical: e.g. Sensor disconnected

- operational: e.g. High level of stress
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The Platform – Alerting

In the dashboard there are links that will be used to:
Øtool access
Øopening various applications
Øopening documents (manuals, tutorials, etc.)
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The Platform – Internal Integration

Tools integrated
- The platform is modular, individual tools can be added or removed without disturbing
the functionality of the platform

Data integration
- Tool output is centralised at platform level

Data enrichment
- Outputs of the tools are combined in order to derive new information or to raise the
alert confidence level

Standardised communication
- Data of the tools will respect platform defined format in order to ensure interoperability
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The Platform – Security

Ø IMPETUS platform should be intended to always be in operation.
Ø IMPETUS platform must be protected from outside intruders. 

Best practices
• Up to date software
• User training and security awareness
• Data protection in transit and in storage

Vulnerability assessment

GDPR compliance
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The Platform – External Integration

Sharing of information
- Sharing of information to users from organisations which are not part of the IMPETUS
operating environment.

Alerts for different operators 
- IMPETUS platform provide alerts for different operators across different organisations. 

Interaction with existing devices and platforms
- The IMPETUS platform interacts with existing devices and platforms in the cities.
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The Platform – UI/ UX

Multiple languages
- The IMPETUS platform will be available in multiple languages.

Aggregated data and diagrams
- The IMPETUS platform will provide aggregated data and diagrams to allow for strategic 

monitoring and planning.

Common terminology
- The IMPETUS platform will adapt a common terminology and symbology.

Different forms of interaction
- The platform supports different forms of interaction depending on the situation and user profile
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The Platform – Architecture
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The Platform – Snap4City Dashboard Management System

Snap4City: Smart aNalytic APp builder for sentient Cities and IOT www.snap4city.org
The general architecture

http://www.snap4city.org/
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The Platform – Platform v1 release

ØPlatform infrastructure: The deployment diagram

ØContinuous integration
The IMPETUS project uses a GitLab instance 

ØDifferent forms of integration
The platform acts as a middleware responsible for the integration
of tools involved in the IMPETUS project

ØIntegration with city solution
For the first iteration of the platform there is no integration with
city solutions at the platform level. Planned integrations for the
next iteration: Access CCTV cameras from the dashboards & Collect
sensor data in a buffer databases that will be the source

ØPlatform infrastructure: Hosting
The IMPETUS platform is hosted on a project server available at
impetus.simavi.ro. For the first release of the platform, the tools
are hosted by the owner partner and are integrated via
messages published to the project Kafka instance
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The Platform – Dashboards

ØEvery tool integrated will have an entry page in dashboard
ØDifferent dashboards adapted for different categories of users
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The Platform – Dashboard example
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The Platform – Dashboard Widgets

Dashboard
ØWidgets can be add into Dashboard
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The Platform – Weapon Detection multiple cameras

ØMultiple cameras can be associated for WD alerts:
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The Platform – Human Computer Interaction: Consoles 

ØThe individual status for each console can be tracked
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The Platform – Data ingestion example
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The Platform – Acceptance Pilot feedback

üLive cam implemented in the platform (not on tools). A standard must be found so that in the future it
does not necessarily depend on the live cam software used in each city.

üFor the WD tool send screenshots/photos from the platform. These photos can be locally saved or can
be sent to third parties, a list of addresses.

üFor alerts, there must be a checklist to check/ follow. They must follow a working procedure.

üWhen accessing an alert (alert summary) it should display more details based on which a decision will
be made.

üReports implementation: generate and download all kinds of reports/ situations. For example, at the
end of the day, for HCI, statistics on the degree of stress should be displayed on each console/ user.

üThe platform must always be in the center of attention for the user. Therefore, when accessing certain
tools from the platform, the tools should not be displayed in a new tab/ page but should be included in
the platform (the platform should still be active so that the user does not lose contact with it).
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Are there any questions?


