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H2020 Project IMPETUS:
Key Results

IMPETUS

Intelligent Management of Processes,
Ethics and Technology for Urban Safety
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IMPETUS: Main objectives and driving questions

The IMPETUS intersection: integrating

interdependent solutions and concerns Improve the security of

public spaces in smart cities

| @ I
b « Can advanced technologies improve

the detection and management of
PROCESSES security events?

« How will this affect processes used
in day-to-day operations?

IMPETUS o) 1 K  How can ethical and legal issues be

o L“’ safeguarded and handled?
= El'e - Do they create new cyber security
. I risks and reliance on infrastructure?
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Different types of results

* Public safety tools providing

specific capabilities around:
* Detection
* Simulation & analysis
* Intervention
* Platform:

Integrates tools; common
interface/dashboard

* Frameworks (aka

“Practitioners Guides”) to
support deployment:

* Managing operational
change

e Accounting for ethical and
legal concerns

 Managing cybersecurity

PROCESSES

Ob
OPERATIONAL
FRAMEWORK

ETHICS TECHNOLOGY
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ETHICAL CYBERSECURITY
FRAMEWORK FRAMEWORK

Al-based threat detection,
analysis and intervention

9 Prlvacy-preservmg technical
and legal framework

+
Ethical & explainable Al

including security awareness

e DeC|5|on making support
tools combining Al + human-

in-the-loop




Results overview

Specific technological capabilities Practitioners Guides

Type of support | Be prepared | Detection | Situational awareness | Response optimization | Learning sracririonen-savior | o - 1
T 8 Y
L&) 51 ®
Tools Breach and attack |  Social media Cyber threat Human Computer Cyber Threat
simulation detection intelligence Interaction Mapping OPERATIONS
SECURITY
Q, Q e CO#%30O i
N Bo e A ® O
i \J.J.Lu o= C &850
Weapon detection Phyiscal threat Physical threat response
@ intelligence optimization
40
DE by IMPETUS by IMPETUS. ===
Biological risk 2
detection

L0

Practitioner’s Guidelines
 Advice

Other projects

e DOs and DON’Ts
e Reference information )
. First adopters

i Training materials
Integrating Platform

* Tools usable in single interface Policy makers
@ * Tools can connect and share data

IMPETUS
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IMPETUS tools: specific public safety capabilities

Be prepared | Detection | Situational awareness | Response optimization | Learning

%céé @ @‘ @] @@

Breach and attack | Social media Cyber threat Human Computer Cyber Threat
simulation detection intelligence Interaction Mapping

Q o) Ae
i <)y

Weapon detection Phyiscal threat Physical threat response
@ intelligence optimization
B

Biological risk
detection
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Social media detection tool*

Forewarning of unusual activity — based on internet activity observations

Methods & Tools to automatically monitor public online content

* NLP
* Methods to discover insights
into the content of the

e Automatic text classifiers
e Machine Learning and Deep
Learning models to classify the

messages in domains | messages
— L
G ..
L1 ] E
of= =
Natural Learning z Machine Learning
* Data collection technologies Processing — * Social Network Analysis

Deep
Learning

e Methods to extract * Methods to discover
information from web and relationships between

iocial networks users
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Physical threat intelligence tool*

Forewarning of unusual activity — based on sensor data

Anomalies of differenttime series detected(in green)
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Biological risk detection tool

Chemical/biological attack — collect data, smart assessment of risk level

ST

Aerosol
(Solid or liguid particles)

Air quality In situ global biomass

measurement

Bioaerosol
(Particles of biological origin)

Microbial aerosol
cen
@

® o Risk suspected

Decision making

Routine control

contamination
+ »

< Threshold - Complementary
H . No risk — investigations (lab or
Measurement 5 on fle/d)

- Remediation action

@ No Yes Alert - FEte..
Risk assessment
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* Based on Al-based analysis
of CCTV images

* Detecting a Weapon With
Security Cameras Is Hard,
Because The Camera Angle
And The Environment Is
Never The Same.
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Instant

Weapon detection tool*

Un_

Weapon
Detection
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=

Through
CCTV

®

With
Real-Time
Alerts



Human computer interaction tool

Optimize response — helping operational teams manage stressful situations

(Human-Machine) Team : Roles : Team Members.
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Platform™*: integration to support public safety operations

. 2

Integrated: for use separately or together, as part of an overall solution

/\

In different phases For different kinds of threats

Chemical/biological attack

Specific Cyber attack

Physical attack (gun, vehicle, bomb, ..)

Detection

Classify — Optimize
monitor - response . Forewarning of
@ analyze Evolving unusual activity

IMPETUS




APPLIANCES
CONTAINERS

* 1OT GATEWAY

* PAX COUNTERS

* IOT BUTTONS
* PENTESTED

* TEST CASES, SCENARIOUS, VIDEOS, HACKATHONS
RCES, COMMUNITY OF CITIES
* TRAINING TUTORIALS, COMMUNITY MANAGEMENT
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Platform™*: based on Snap4City

10T APPLICATIONS - INSTANT APPS

userrootadmin,
Org:
Organization
Role: RootAdmin,
Level:

LOGOUT
Dashboards
My Dashboards in Al
Dashboards of My O
My Dashboards in M
Extra Dashboard Wi
Notificator
Data, my Data, Open
Knowledge and Map
IOT Applications »
10T Directory and Dg
Resource Manager

Development Tools

DASHBOARDS & APPLICATIONS

fdlf I & O

Padova Dashboard

Passive

My own (Organization)

Edit Management Clone Delete

Tool HCI

Passive

My own (Organization)

Edit Management Clone Delete

MOBILE & WEB APPLICATIONS

Prev 1 Next

SOC Dashboard

Passive

soc_operator: Private -
Organization

Edit Management Clone Delete

Tool PTI

Passive

My own (Organization)

Edit Management Clone Delete

Supervisor Dashboa...

Passive

soc_supervisor: Private -
Organization

Edit Management Clone Delete

Tool WD

Passive

My own (Organization)
Edit Management Clone Delete

Tool BRD

Passive

My own: Public
(Organization)

Edit Management Clone Delete




Practitioners Guides

PRACTITIONER'S GUIDE
PRACTITIONER'S GUIDE

il
PRACTITIONER'S GUIDE |

* Practitioner’s Guides™ are “must

| . reads” for users of IMPETUS
ETHICS & :
: : g solutions
OPERATIONS : DATA ' e Each provides:
D ® @ @ PR'VACY * Guidelines: “how to...”,
CYBER C#E 0O “DOs and DONTS”,
SECURITY B s role definitions, ...
! : B R * Training materials / services
WORK PROCESSES FOR OPERATIONAL PERSONNEL ° 1".‘: @ @ INTEGRATING ETHICAL PF‘\.T"JC!F‘LESAMEVANT ® Reference information (tOOI

DEALING WITH EMERGENCIES LEGISLATION TO.RESPECT DATAJPRI YOUR -

: documentation, relevant
by IMPETUS = by IMPETUS.~ S regulations, ...)

HOW TO GUARD AGAINST, DETECT AND DEAL WITH
CYBER SECURITY THREATS
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Thank you!




