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PRIVACY-PRESERVING CHALLENGES FOR URBAN SAFETY

General Context: What do they know about us?
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User

Paris Area Auckland Area

Location Data Location Data
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General Context: Who control our data in urban spaces?
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General context: How to deal with? 
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• Privacy is not only being anonymous. It is beyond that!

Privacy  is not for criminals only! But, It is Hard to achieve!

Needed Fast enough to be useful Not «generally usable» yet

Privacy Enhancing Technologies (PET) can Help! 



• General context
• Use case scenario
• PET categorization
• Discussion
• Conclusion
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Agenda
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Use case scenario
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Alice

- Computer Science Student at IMT
- Living in Paris

Alice wants to buy a mouse (Grey Mouse)

Alice Profile:
- Computer Scientist
- Paris

WSE

Response:  a list of websites selling mouses

Looking for a pleasant area

Response: Destinations around Paris
Ads related to mouses

Alice Profile:
- Computer 
Scientist
- Paris
- mouse

Web search queries/recommandations
May be relevant/sometimes NOT!
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Use case scenario
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Alice

-Alice goes to the gym
- She uses a wellbeing mobile 
application

Sensitive data (wellbeing/health data): weight, height, nutrition, 
walking distances, activities, … 

Sensitive data 
massively collected

WSE

Personalised actions/recommendations 

EmployerHealth Insurance

Pervasive Applications
Fun vs Inconvenience: What is the right Balance?
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PETs: A novel Taxonomy
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Example of user side techniques: anti-tracking
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(1)

(2)

(1) The browser requests web pages from a web server. Request-related cookies are included in
the request

(2) The server generates the web page, accesses the cookies in the request and adds its own
cookies for future requests
(3) The page loads in the browser using the existent cookies plus any new cookies received from
the web server.

(3)

Web Server
Alice

Main goal of anti-tracking tools:
Prevent the server provider to trace Alice Interactions (using cookies or fingerprintings)
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Example of user side techniques: anti-tracking
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Query: type of terminal, OS, language, list of applications, screen 
type, … (fingerprinting)

TAILS (TOR + no script)

Web ServerAlice

Main goal of anti-tracking tools:
Prevent the server provider to trace Alice Interactions (using cookies or fingerprintings)

Ad_Blockers
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Example of server side techniques: Statistical Data Disclosure
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Main goal of database anonymisation (Statistical Disclosure):
o Enable companies/enterprises to use/process anonymised data (indenpendently from GDPR

requirements)

Original dataset Generalized dataset 3-anonymity dataset
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Example of server side techniques: Statistical Data Disclosure
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Main goal of database anonymisation (Statistical Disclosure):
o Enable companies/enterprises to use/process anonymised data (indenpendently from GDPR

requirements)

Drawbacks:
o Complexity (Privacy-utility trade-offs)
o Inference Attacks
o Full Trust on the remote server (server provider)
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Discussion: technical challenges to implement PET in urban spaces
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• Privacy preserving auditing tools
o Transparency and auditing concerns have been addressed by a minority of works è Need to address these

requirements which have been emphasized by recent regulations.
o Examples of recent works: Intel-SGX provenance systems, informed consent for e-health applications, transactional

privacy in blockchain-based systems

• Privacy preserving data collection techniques
o Massive collection of sensitive data, by AI-based systems, in emerging pervasive applications è Need for

privacy preserving data collection processes,
o Recent works: privacy-enhancing cryptographic methods (i.e., homomorphic encryption on encrypted users’ data) to meet

an agreement between privacy, efficiency and quality of experience.

• Privacy sensitive processing for ubiquitous environments
o Need for lightweight security/privacy solutions adapted to resource-constrained devices (mobile devices).
o Examples of recent solutions: Intel-SGX based solutions for pervasive/ubiquitous applications.
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Discussion: legal, social and econmic challenges to implement PET in 
urban spaces
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• Legal challenges
o Several regulations and laws regarding data protection
o Research works: translations laws/texts into efficient technical solutions, namely for users’ consent collection and data

transfers between several service providers

• Social and economic challenges
o User-experience is the main pillar to define the perimeter of private information and the utility over the

adoptions of PETs
o Several mediated cases: Kodak cameras, Google glasses, LG-TV..
o Trade-off between protection strategies and economic activities
o Recent works: user empowerment approaches, the impact of data collection abuse practices on consumers’ attitudes…



• It is important to emphasize that due to the diversity of smart applications, different 
privacy technologies need to be combined to ensure an acceptable level of privacy. 
• Smart cities combine so many technological components that it is not enough to simply apply privacy 

technologies to each component. 
• The interactions between technologies and data have to be considered to design “joint privacy 

technologies.”

• Several solutions can be deployed at different levels, the main challenge consist on the 
resolving the hard equation between privacy, utility and fairness emphasized by the usage 
of AI algorithms in urban spaces.
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Conclusion
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Any questions?
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Privacy Enhancing 
Technologies

Server Side 
Techniques

Ad-Blockers, 
Fingerprinting, 

VPN, 
TOR

Anti-tracking 
Technologies

Attribute Based 
Signatures, 

Group 
Signatures, 
Sanitizable 
Signatures,

Blind 
Signatures

Privacy 
Preservation 
Certification

Vanish,
Neuralyzer, 

Ephemerizer

Self-
Destructing 

Data Systems

Anonymizers,
Pseudonymizer

Trusted Third 
Party

Channel Side 
TechniquesUser Side Techniques

Anonymizing 
DBs,

Differential 
Privacy

Statistical 
Disclosure 

Control

Secure 
Computation 
Mechanisms

Secure Multiparty 
Computation

Homomorphic 
Encryption

Private 
Information 

Retrieval

Obfuscation

Data 
Perturbation

Client-Service 
Encryption,
End to End 
Encryption

Secure 
Communication


