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alert: the Alert4All approach
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The Alert4All Project

\

Alert4All is a EU-funded project (REA, Security): March 2011 — December 2013

Focused on conceiving an extensive and interdisciplinary framework, covering the
key enablers to improve the effectiveness of alert and communications to the
population in contemporary crises
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Alerting the Population: an Easy Principle....

Something Authority notices and Authority alerts/informs The population applies
happens makes a decision the population protective action

( \ N\ ( N\ )
Who? - it depends! Reach 99.99%7
Increasing Type of hazard Tlmelly |
threats Jurisdiction / Governance Communication
habits
: Local / Regional /National /
Increasing 9 Understand
number of European?
Trust
events
Plans - Preparedness? Risk perception
Different approaches Preparedness
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Making Alerting Effective: The Enablers

~

Avoid sources of ambiguity
Consistent, clear, simple but
sufficient

No contradicting messages from
different authorities!

—- Maximise affected people reached
timely

7 Knowledge and use of best
practices

— Familiarity at both ends Harmonised style )
=7 Supported decision making
Multi-Channel Harmonised
Approach Best Practices

Effective
Alerting

Inclusive
Alerting

Aware of
Alert Impact

Cooperation,
Interoperability,
Standards

Training /
Education
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The Alert4All Concept

Integrated, modular and scalable multi-hazard alerting system
encompassing identified enablers

Common Operational Picture

Endorse cooperation “Authorities and |
First Communication
through common Responders Technologies
interfaces and T : DVB-TT2 | o=y Perception and
information exchange Red Goss Smtaton | Q== Rencon
g / § /. DVB-S/S2 SMS “ f) il
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.. prote \ : ™ tizens
Supported decision - — ovss | [ Wiy —
making for: L/ F - new media L -
«  Planning (long term) = ' AN T
« Real-time decision - " W igesten
4 . )
Multi-channel system
» dependable (satcom)
» cost-effective transmission
» fostering best practices
N g bestp Y
Supported by training material
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The Alert4All Communications Framework

( )

User-friendly Graphical User
Interface (GUI) that guides the
formulation of alert messages

Alert libraries concept combined
with smart transport protocol and
receiver-based applications

——

Coherent multi-channel approach

Development of interfaces to
communication technologies

Use of satellite technologies to the
last mile
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Alert Libraries Based on Best Practice Alerting

7 Best practices collected in literature state that alert messages should be kept
simple but contain specific information

ALERT MESSAGE CONTENT
HAZARD LOCATION PROTECTIVE
TIME INTENSITY LIKELIHOOD SOURCE
TYPE AT RISK ACTION
HAZARD TYPE LOCATION AT RISK TIME INTENSITY CERTAINTY PROTECTIVE ACTION SOURCE
COUNTRY A
) OBSERVED

EARTHQUAKE REGION A.1 DD /MM /YYYY Richter Scale VERY LIKELY STAY IN Federal Off. of Civil
TSUNAMI LOCALITY A.T:a Other Scales LIKELY CLOSE WINDOWS Protection
FOREST FIRE LOCALITY A.1.b hh / mm / sec POSSIBLE GET OUT Land Off. of Civil Protection
CHEMICAL EXPLOSION GENERAL EXPRESSIONS UNLIKELY GO TO SHELTER Police Dept.
FLASH FLOOD REGION A.2 GENERAL EXPRESSIONS SEVERE DO NOT APPROACH AREA
TORNADO LOCALITY A.2.a IMMEDIATELLY MODERATE
HURRICAN SOON LIGHT
VOLCANO ERUPTION | | s TODAY
TROPICAL STORM GPS Coordinates TOMORROW
BomMBING | | e

AREAS OF INTEREST

—~ These can be seen as configurable building blocks that can be easily encoded
—~ Harmonised alert message format
=7 Avoid: jargon, errors, missing information
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Guided Graphical User Interface
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Logged in as gag

IMP I SCREENING MEDIA I SIMULATION .
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‘. Incident Events (Dblclick -> center)

75

| Kartendaten & 2013 Google, basado en BCN IGN Espafia

ry
Description ¥ | Declared Date Declared Time Occurrence Date

Search |

Channels

m

Next —

Occurrencg

2

Time Timestamp
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Combining Alert Libraries, Smart Protocol and
Client-Based Applications

By applying alert libraries and a smart protocol, alert messages can be encoded into a
few bytes and decoded at the receiver side using client-based applications

=7 The client application decodes the alert message in the desired language and

7 presents the message in the best suited format (text/speech, etc.) to match the
specific user need

USER SELECTS SELECTED OPTIONS ARE ENCODED ALERT ENCODED ALERT ALERT MESSAGE IS
OPTIONS FROM ALERT PROCESSED TO COMPOSE AN MESSAGE IS MESSAGE IS LOCALLY DELIVERED IN THE RIGHT
LIBRARIES DATA BASE ENCODED ALERT MESSAGE TRANSMITTED PROCESSED LANGUAGE / MODE

£
(c ) <
. L
@ Q ALERT MESSAGE éPEECH—) _ <
— sk PROCESSING qoo E ;
N 0. =

’O
—_— @
3 O\
@ < |LOCALALERT
N @3 MESSAGE
PROCESSING
ALERT -
LIBRARIES LOCAL
DATA BASE ALERT

LIBRARIES
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Multi-Channel Approach Including Novel Alert
Channels

=7 Alert message injection direct to TV through satellite and terrestrial digital TV with
two solutions (receiver application and HbbTV)

Satellite mobile services to handheld and mobile sirens (DVB-SH)
Satellite-based navigation augmentation services (EGNOS)

\

\

Authorities and Commu nlca.tlon
First Technologies — —
Responders o
DVB-T/T2
o — 4
| | i Citizens
y Mobile / - [ )
Red Cmss\\ / A DVE-S/S2 Smartphone ® atrisk w
y ®
./ —_—t ——— w
“Civil ‘\ =
Protection /" N ones
/ . 'ﬂ 4 —
. = \ Cell Sifen
B _Flrz Broadcast &
rigades | ‘-
Loudsbeaker
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Injection of Alert Messages Direct to TV ()
The Hybrid Broadcast Broadband TV solution

7 Hybrid Broadcast Broadband TV o = T : -
(HbbTV), is a major new pan-European el B H
initiative aimed at harmonising the [ cammammage | [ty | [Craemesrepen |
broadcast and broadband delivery of W
entertainment to the end consumer ENES Acttes
through connected TVs / set-top boxes.

7 The Alert message injected by the A4A
alert gateway in CAP format is inserted Stream-Event
the HbbTV data carrousel and Broadas: HobTV Agplicaton

EEEEE

distributed with other broadcast content [transportstrearm (V)

2
o
o =
=
- 5«
o)
14
=

=7 This is possible over terrestrial and
satellite digital video broadcasting

7 The Alert message is displayed at the g
receiver regardless of the TV channel DVB modietr
we are looking at!
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Injection of Alert Messages Direct to TV (ll)
The Alert Message

“"'WARNING

Alarm Toxic cloud 2015-04-15 in Ventdi
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Injection of Alert Messages Direct to TV (lll)
The Alert Message — More Information Site
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Alert4All Protocol and Client Application

7 The CAP protocol is the de-facto standard to share alert messages
- XML-based - creates huge amounts of data unnecessarily

7 The Alert4All protocol is fully CAP compliant and ,translates” the CAP-based
messages into a light-weight encoded message with flexible length, adding
resilience and security features where required

=7 Supports alert libraries

7 make the alert message ‘language and mode independent’ by
applying the A4A client application

=7 Allows reduction in the capacity required to transmit alert message
7 Timely transmission made feasible for low rate systems
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Developed Systems Supporting A4A Protocol

=7 Digital Video Broadcast Receiver (DVB-T2)
7 Emulated navigation (EGNOS) device

alertmall Alarm: Toxic cloud 2015-04-15 in Vental I
U

Alarm: Toxic doud 2015-04-15 in Vental
. Toxic doud
High risk of toxic doud from about 17:36:00 (15-04-2015). Expected intensity: severe.

SAMSUNG
=i @ ) 16:36

et Alarme: toxic cloud 15/04/2015
: a vental,

Le Ruritania authority alerte sur risque
eleve de toxic cloud a vental d'environ
15/04/2015 a 17:36, approx. Intensite

prevue: severe.
\—/

S'il vous plait, Prepare [Pas disponible].
No additional information received.

Stay in, dose windows and switch off air conditioning

Toxic doud
Riesgo elevado de nube tdxida alrededor de las 17:36:00 (15-04-2015), Intensidad esperada: severa.
Permanezca en, derre las ventanas v apagar &l aire acondicionado.

Exit l [DmerLanguage]

—~ Mobile satellite services to Handheld (DVB-SH)
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Conclusion

The Alert4All project proposes a complete communication framework to reach this
vision composed of the following elements:

7 a methodology to easily formulate alert messages - derived from a best practice
pre-study - that can be applied to harmonizing public alerting methodologies in
Europe;

\

a guided user interface that fosters the use of best practices;

\

a multi-channel approach based to match the communications habits of the
people at risk, increase the alert penetration and exploit the complementary
capabilities of different channels;

=7 a communications transport protocol that matches the capacity capabilities of
each communication channel to deliver the alert message;

=7 user device applications to achieve multi-modal delivery of alerts, addressing
multi-language issues and people with special needs.
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