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Key questions

1. What are the main challenges raised by CI
disruptions to Crisis Management?

2. What are the limits of existing strategies for
Crisis Management?

3. What are the solutions to improve them?
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m CHALLENGES are:

m How are CI systems organized?

m 10.000.000 inhabitants
(16,4% national m What can happen and when?

population)
m 20, 4% of the national GDP ® Who is responsible?

m High concentration of
Critical Infrastructures .
systems
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Background to the PReSIC Program (Regional ’
Program for Critical Infrastructure Protection)

m Past events (e.g. severe snowfall
in 2009, blackout in 2003)

m Regional Risk Assessment : high
number of CI systems are
exposed

m EU Directive 2008/114/EC on the
identification of European
Critical Infrastructures
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m LIMITS are:

m CI disruptions not taken into account in Crisis
Management Strategies;

m Private operators are not involved (lack of trust, little
coordination and collaboration)

m Lack of preparation, Lack of communication tools;

m Fragmented vision about a common emergency
management strategy
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Objectives of PReSIC

1. Develop a better knowledge of the regional
interdependent systems of Cls and a better
understanding of potential disruptions scenarios

2. Improve prevention, early detection and emergency
management practices of the regional Authorities to face
CI disruptions (Focus on communication flows)

3. Define and set up a collaboration process between Civil
protection Authorities and with CI operators based on
governance principles.
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Main actors involved in the PPP

frenord ANAS S.p.A.

FNM ASPI S.p.A.

155 MTMS S.p.A.

RGS S.r.l

Politecnico di Milano
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A2A S.p.A.
SACBO S.p.A.
ENEL S.p.A.

S.E.A.S.p.A.

TERNA
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Implementation of the PPP

m 14™" December 2010 :
Institutional Protocol for
collaboration is signed by
the President of the
Lombardy Region and the
CEO of 16 major CI
operators

Shared objectives to be
reached

Working modalities
Planning of the activities
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Scenarios

2011: Snowfall event 2012: Blackout (3
scenarios)

Source of Hazard:
Natural / Meteo

v Azione intenzionale su rete di distribuzione
Scale: Ti polog|a di con distruzione di componenti
. v Guasto sulla rete di trasmissione senza

Reg ional g uaSto distruzione di componenti

. v Emrore di gestione della rete di trasmissione
Infrastructure involved:
Transportation and Energy
Propagation and cascading effects . ocae Estensione Tempo di e
Melting snow and flood Bl  geografica - valutazione

Electricity and Railways

Road and Highways / Railways / Tempo di
Airports ripristino

1. What are the consequences for your infrastructure (1st-
order effects)?
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2. What are the consequences related to the impacts on other
CIs (2"9-order effects)?

3. What are your requirements in terms of communication
flows (pre-emergency, emergency, recovery phases)?
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Main results of PReSIC: increased knowledge of
interdependencies/cascading effects

2012: Identification of critical

2011: Increased knowledge of )
nodes in case of Blackout

interdependencies of regional
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Implementation of an Emergency
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Communication Framework

m Framework to define who, when,
what, why and how to

communicate

» From operator to operator

= From operator to Regional crisis management

control room

» To population

Web Base Information Sharing System

(SUSI — Unique System for Sharing Information)
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Consolidation of a collaboration process "

between public and private partners

m Create a trustable environment
Equal status
Win-Win Situation

Pro-active

Private Operators
can improve the
business
continuity and
customer
satisfaction

Public Authoritie
can improve

the protection of
citizens

Long-term Commitment

Trust building

m Sharing of information and Identification of
common goals and strategies

Flexibility
Voluntary
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Mutual understanding
Shared responsibilities

m One of the Solutions to build regional
resilience
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Conclusions

m PPP contribute to increase regional resilience, hence to
contribute to disaster risk reduction

Increased coping capacities to face CI disruptions but also
other types of emergencies

m Cost-efficient solution

m Further challenges

Lombardy: expand to other CI operators, consider new
scenarios

Raise awareness of local-regional Authorities and private
stakeholders
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Thank you for
the
attention!

S. Bouchon

sara.bouchon@riskgovernancesolutions.eu

RGS Srl — Risk Governance Solutions
Via Fratelli d’ltalia, 7
21052 - Busto Arsizio (VA)
www.riskgovernancesolutions.eu

S.Bouchon
Rome, 04.10.2012
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