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The IPS

The lonospheric Prediction Service
- Providing HF Radio services and
support since late 1940's




IPS Radio and Space Services

Providing Space Weather services (including HF Radio) and
support since late 1990's
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Critical Infrastructure Groups

The rise of solar cycle 24 and the growing awareness of impacts of space
weather has lead to increased interest from critical infrastructure groups within
Australia

Engagement with Australian Government Trusted Information Sharing Network,
includes Energy, Communications, and Transport Sector groups

Communications sector (CSG) includes, Telstra, Optus (satellite operators),
UHF/VHF users (major TV broadcasters), HF users (SES)

Transport sector (TSG) includes major airlines (Qantas, Virgin), Air Services
Australia, shipping and ralil

Energy sector (ESG) includes power network asset owners and operators, gas
pipeline owners and operators, mining companies

All groups operate/own/utilise one or more technologies and systems
susceptible to space weather
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High-End GPS Systems

[from Ene et al (2005), Proceedings of ION 2005 National Technical Meeting]
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High-End GPS (TSG — Aviation)

« April 2010 - Consultancy to Airservices Australia for iy £y

GBAS lonospheric Threat Model Evaluation: Mid-latitude |p§ R
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Issued: April 2010
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Slant lonospheric Gradient :: SunPOZ 10 Nov 2004

40
40
T =m
T H GBAS lonospheric Threat Model Evaluation:
X _g " § Mid-latitude Australian Region Dy M. Terkildsen
0 . ) b 2
H 1 E E
g 60 3 E E 80 ; ;‘ N \i\
; 0 = ; I o 2 Z 0 3 i 'y i § =S,
» ‘i l ‘ 2 ! Consultancy Report v
B s (o 7\ i gidic L. S B T Ataae 20 A-emeeememenneeneeeeecdo . LR A P g i -
. i 8 IPS-CR-09-01-P
. _éh ? ; W’% o g IS T h " 1 PR : T ) s g
i 4 o s P P M Dr M.Terkildsen = . g
Time (U ™

April 2010

llllllllll - * May 2012 - Proposed Dst-based alerts for
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» Jan-Aug 2012 — Development of a data-based model for Extreme Space Development of a data-based model for

Weather prediction; Internal report published August 2012; Scientific journal L
paper in draft

* July 2012 — lonospheric Alert Assessment | = airserwc;‘
and Notification Procedure, ASA Protocols

Ionospheric Alert Assessment

and Notification Procedure
airservices ’

Report

Ionospheric Prediction Service
(Ips)

» August 2012 — IPS Statement of Work for
ionospheric alerts

Statement of Work
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Australia’s Major
Pipeline System

BLACKTIP
PIPELINE

From Timor Sea

Network (ESG)

as at 2009 s oy
- Al
Complled and published by:
Pipeline Publications Australia @ Matarania Mvwags;gﬂr}s:ﬁmm
GPO Box 4967, Melbourne Vic 3001
Tel: +61 39248 5100 Fax:+61 3 9602 2708 P
E-mail: query@pipeliner.com.au R mr;-:;m-« pmpp—
‘Website: http://www.pipeliner.com.au Karumba KARUMBA SLURRY PIPELINE
s a schematic only and NORTHERN\ TERRITORY Townsvile
shows approximate location of major pipelines. QUEENSLAND N e
It does not show exact pipeline routes.]
WESTERN — Lo
0 30 29 AUSTRALIA Rt
Reiceer TELFER GAS PIPELINE L3 24
Puto 6 o
Gorgon CHEEPIETO GILMORETO
Barrow Istand: BARCALDINE PIPELINE
John Brookes ——— 5
Grifin
Tub Alce Sprivgs
— ‘GLADSTONE - BUNDABERG
- MARYBOROUGH PIPELINE
Paim BALLERATO
Valley MOOMBA PIPELINE 27
~ arview
MeWhaleback ® Durtar) ™ PRING GULLY - WALLUMBILLA PPELINE
....... {FAIRVIEW - WALLUMBILLA PIPELINE]
O ‘GOLDFIELDS GAS PIPELINE Wkt s
,M:Tm = ROMA TO BRISBANE PIPELINE
’ [Fosoumonoone eane | e
RV Seteane SOUTHAUSTRALIA , B e o
M Ketth - NEW SOUTHWALES: / O
Mel . e @Moree MOONIgTr% %a‘y; NRL)’B.NE
2. g s 1 Oy’ S g d
Gerakdton 7
N g |/ et /g
\ BONYTHON
Leonora@-@Murmin Murrin e PIPELINE SYSTEM | Breena i’ 13
Port Fort MOOMBATO SYONEY | o) ine - N CENTRALWEST
Kaigoorle A =S PPELNESYSTEM | Bulla bt - PIPELINE SYSTEM
PARMELIA PPELINE (=20 WHYALLA SLRRY [0 e Wellingeon e
- ESPERANCE] PPELINE
GAS PIPELINE Mildura SYDNEY
= "B o /(o
e 5 S INTERCONNECT PIPELINE
s ICTORI&MG 'WAGGATOWODONGA
[Horsham - Cartshrook 2 e
SEA GAS PIPELINE Stawell N
3 EASTERN GAS PIPELINE
P Mt Gam Longlord 3
CARISBROOK TO _—
HORSHAM PIPELINE | | 4 - pbell &ﬂz«;
e LONGFORDTO
o e [ G 17 CANORONG PrEE
LEGEND e Al A
Gas Pipeline SCALE &
PPRNE [fpore Bell TASMANIAN NATURAL
Oil Pipeline GAS PIPELINE
0 250 500 750 1000 kms
Ethane Pipeline | | | | | S| BELL BAY TO HOBART
Slurry Pipeline PIPELINE
HOBART
- Proposed Pipeline ROSEVALE TO PORT
LATTA PPELINE




_+

Volts

Australian Pipeline Network

o .
Active Quiet
1 00 TOWNSVILLE Raw Data, Updated: 06:33UT on 07/11/04 TOWNSVILLE Raw Dato, Updated: 06:33UT on 13/11/04 +50 -—
104 T T T T T T _'_'_ T T T T T T 50| T T T T T T T T T T T T T T T
7= Moo — 38— H o —
‘v\\\\ =
a2f— — 26f— — o
N
c
13| — i — _9
=)
el g
o 1 8
s o 4 =
o
g —74— }E. —22f— — L.
(8]
=
—103f— —sa]— - [
M g-,
—132f— —asf— — ©
=
—161— —58p— —
v 1 ] I SR | R B ] 1 [ R S | 1 -70 _
00:60 0300 CE0G 08:00 o T 12:0(?‘ 3 15:60 18:00 21:00 24:00 00:00 03:00 0600 09:60 ur T 12:0’?‘ N 15:00 18:00 21:00 24:00 +1 5
3 e (nours) ime fhours )
3 T T T 3 T T T B
E = ¢.8C dB = C.40 Diff = 0.40 E = 0.3 dB = 0.55 Diff = 0.37
2 ] 2 =
1 10— —
riiely (2]
- ) f ’W "mﬁ F \ el
e o N . H Vot / T L AN ©
@ Ry Al 1% o TP il et “ : )
} earmA | W JJ dl‘l{l \1. u,r\ ! W‘"‘ w,mhlil,/ ¥y ﬂ-f“ Wy oy Wy *“‘.tm‘ *5"’«V f‘nﬁ S
b | | . e _
iy I f o
i r( e i g, sy 4 [',\‘I\;i I ur‘ul\.u,1 'n | L\ J)‘ h ,JP"J i"ﬁ Yl Y
1 .
i g T | pi "1“1"
f b X v 3 M N | L
Y . A Y v ,..a.k\ . Lﬂ o ey ‘.4 \ vf‘ R ly \ .
p ’ S "“?lr"& M J { ! \J‘Ii’w'-‘#” 'ﬁt r”"lIA[11
4 | W ‘ ‘ Y h]
i/
—3 ! I | _z ) L ] _-15
0:00 &00 12:60 18:00 24:00 0:00 &:00 12:00 18:00 24:00
UT (Houra} UT {Houra}

Time (hours)

24 | | 0
(Marshall et al., Space Weather, 2009SW000553)

Time (hours)



Australian Power Network (ESG)

REGIONAL BOUNDARIES
for the
NATIONAL ELECTRICITY MARKET
& COMMITTED DEVELOPMENTS

TRANSMISSION INFRASTRUCTURE
o Power Station
*  Substation
©  Windfarm

500 kV Transmission Line

330 kY Transmission Line

275kV

132/ 110KV Line
66 kV Line
- DC Link
—*= Multiple Circuit Lines

REGIONAL BOUNDARIES
Regional Reference Node

Increased connectivity over
recent years

» Market Competition
* Robustness to demand

* Increased susceptibility to
Space weather

« AEMO operates the energy
markets and systems in
eastern Australia, including
PSSWG

* Historically been considered
relatively immune to space
weather due to mid-latitude
location

» Several studies over past few
years



New Zealand Power Networks

B TRANSPOWER

TRANSPOWER TRANSMISSION NETWORK : SOUTH ISLAND

© Copyright, Transpower, New Zealand=

Date/Time Description

06-Nov-01, 14:52:00 HWB T4 and ISL SVC tripped. Many South Island transformer NER
alarms. HVDC running OK

in balanced mode. HVDC load 216MW with Pole 2 and a half pole in service
06-Nov-01, 14:52:00 Buchholz trip

06-Nov-01, 14:53:00 Red phase caused the tripping. D2 protection flag. Maintenance
contractor advised

06-Nov-01, 14:53:00 Buchholz trip. SC advised. HBC to call out contractors
06-Nov-01, 15:08:00 Trip. Alstom called out. SC advised
06-Nov-01, 15:25:00 SI NER alarms reset

06-Nov-01, 15:26:00 T4 tripped at HWB. Ohau unit transformers NER saturation. ISL SVC
tripped. Unknown cause.

Requested CLU max VArs at ROX 110 kV, Extra machine started. Third cap switched in at
BDE.

Requested extra machines on OHA, OHB, OHC running on TWD to alleviate NER
transformer saturation

06-Nov-01, 15:27:00 TKB, CYD, OHA, OHB NER alarms

06-Nov-01, 15:34:00 TOC (Internal transformer fault, explosion vents blown)
06-Nov-01, 15:34:00 HBC advise Red phase unit indicates internal fault. SC told

(Marshall et al., Space Weather, 2012SW000806)
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Power Networks - Australian Region

UPDATE ON ASSESSMENT OF POTENTIAL
IMPACT OF CORONAL MASS EJECTION,
SOLAR FLARES, GEOMAGNETIC STORMS
ON THE NEM POWER SYSTEM

PREPARED BY: AEMO - Power System Security Working Group
VERSION: 1

DATE: 30 December 2011
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Power Networks - Australian Region

SOLAR FLARES
BEING MONITORED

A large solar flare in mid-July has highlighted the Importance
of monitoring the impact of space storms on the NEM
transmission network.

As previously reported In AEMO Energy Update, It was
thought solar flares only affected Infrastructure In the
northern but recent studies In New Zealand
and South Africa raised the possibilty that Australtan power
Infrastructure may be affected by storms on the surface

of the sun.

Group Manager Real Time Operations Mark Miller said
minor solar storms aren't likely to have an effect on

Australia’s power infrastructure but large Coronal Mass
Ejections (CMES) have the potential to cause damage.

on the AC network and over-heating on transformers or
reactors. This can lead to transformer and reactor fallures
and disruption to the network,” Mark said.

In recent months AEMO and the Power System Security
Work Group (PSSWG), which consists of representatives
from Transmission Network Service Providers (TNSPs)
together with the Bureau of Meteorology, IPS Radio and
Space Services, have been assessing the potential Impact
of solar storms which tend to peak every 11 years, with the
next level of heightened activity occurring over 2012-13.

Fortunately the recent solar flare did not Impact the
power system.

TISN

FOR CRITICAL INFRASTRUCTURE
RESILIENCE

ESGBULLETIN

August 2012

MESSAGE FROM THE ESG CHAIRS

data will become avallable from other TNSPs.
AEMO also receives waming ematis from IPS Radio and
Space Services If there Is a possibility of a solar flare occurring
In the coming days. These wamnings are like a weather
forecast for solar activity.

“The damage caused by solar flares Is not to be underestimated.
A period of solar storm activity In March 1989 saw virtually the
entire Canadian province of Quebec plunged Into darkness.
In total 21,500 MW of load and generation was lost and It
took more than nine hours to fully restore supply.

"The monitoring and mitigation measures
we are implementing or considering are
prudent and the cost is relatively small
when compared to the damage that could
be caused by solar storms,” Mark said.

For more Information about solar storm monitoring see:

ACE spaceaaft — the red trace In the top box Is the north-
south magnetic field - If it goes below -20nT for an hour,
a significant storm will probably result.

hitp:/fersrwswpc.noaa.gov/ace/MAG_SWEPAM_24h htmi

Magnetic storm Index —
http:/ferswips.gov.aw/ Geophysical/1/2/4

Australian Energy Market Operator Stakehokler Newsletter 7 ,

Dear ESG Members

The core value of the TISN has always been information sharing between critical infrastructure owners and
operators. The information improves our understanding of both vulnerabilities and mitigation
strategies and provides us with a greater appreciation of one’s interdependencies.

® AEMO update on solar
The ESG is continually sharing information within the energy sector and with other storm activity
critical infrastructure sectors through a number of projects and communication ® APPEA 2012

avenues. Animportant project that the ESG is currently working on for the benefit of
both ESG and other TISN members is the guide to electricity disruptions that aims to
bridge the knowledge gap on how electricity shortages are managed. We hope to
distribute this product to other sector groups prior to this summer’s storm season and
will hopefully have a final draft for members to endorse at the next ESG meeting.

conference summary

® Industry access to
Australian Government
classified information

® Energy Networks 2012

IS ISSUe...

Ongoing development of SOP’s for Space
Weather

» Further monitoring results

» More extensive modelling to identify vulnerable
components

» Feedback of findings to SOP’s



Extreme Space Weather (ESW) Model

Most space weather impacts “of concern” in Australian/NZ region associated
with extreme events

Develop model to forecast extreme events to assist critical infrastructure
Generalised Linear Model (GLM) techniques — not resource intensive
Event-based analysis (M.Terkildsen)

Requirements:
LATENCY
— ‘Long range’ warning (> 12 hours) () Based on solar data only (in ASFC)
— ‘Shortrange’ alert (~ 1 hour) () Based on solar data + ACE

ACCURACY
— Long range: Optimise to minimise missed events
— Short range: Optimise for forecast accuracy

SIMPLICITY
— Design for active use in space weather forecast environment




ESW Model Events

Event- based analysis

Flares / CMEs
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ESW Model Parameters

Model covariates (the ‘input data’)

X-RAY FLARE SOLAR CYCLE

Solar flare magnitude — Solar Cycle Phase

Solar flare duration

LOCATION OF SOLAR ACTIVE REGION

Latitude of solar active region

Longitude of solar active region

CME CHARACTERISTICS
Presence of Halo CME (CME width)

CME speed




ESW Model GLM

Generalised Linear Model

Response variable (whatis being modelled)
0 Dst = -50

dstN =
‘DSt + 49‘ else X;;...X;, 2 Inputvariables

m

MOdeI (a GLM) a,...a, 2 Coefficients (to fit)

ln(ﬂi) =0+ X, T Xy o X, D; (y | /,t) —> Response distribution

Traini ng data (for fitting model coefficients) Duresy = Threshold on event
probability used to produce
15 years data (1996 - 2010) binary prediction (ESW
o event/no-event). Optimised
Prediction (abinary output) for required model
performance.

= Oﬂpi<y|lu)<pthresh
l l’pi(y|lu)2pthresh



ESW Model Validation

Model validation: Solar data only

Optimising for no missed events (false negatives = 0)
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ESW Model GLM

Model validation: Solar data + IMF Bz (< -20nT)

Optimised for no missed events (false negatives = 0)

GLM model.ESW.dst

1 (Prediction

)

false positives (7)

4426200119
¢ (Me)
. zea.zié'ﬁr&%?a

true positives (6)
,,,,,,,,,,,,,,

00000000000000
0000000000000

Leave-One-Out Cross Validation (LOOCV)

true positives 6
false positives 7
false negatives 0
total events 644

Dichotomisation threshold

ESW event threshold



ESW Model Implementation

* Operational GUIl in ASFC e

Roguar waris oo ovent warnngs
Model selction

« Uses Dst-based ESW models as
. . IIJ ® Solar data only
a back-end, proving both binary T

Extreme event Flare/CME observations

Experimental models
© Solar data + IMF Bz
() Solar data + IMF Bz + solar wind shock

and probabilistic forecasts for e [ s ] st
Wodei 2 Flare magnitude <1 | (eg, M5.3) Longitude [s13 | (g, W15)

I : ;W Flare duration |1:00 | (hh:mm) Halo CME [v] (can be asymmetric)

Solar wind observations (when CME hits ACE)

 Accepts a range of covariates for

Send warning?

added flexibility o e
. . @ Power Grids (AEMO) E [ Override [ Recall
« Simple text warning message = w ] o] [
avation [ send | [ overide | [ Recan
Power Grids - Extreme Space Weather Warning
’ predicts an extreme event | | Exit

lzl Do you want to send the following warning email?

recipient: SolarFlares@aemo.com.au
subject: Significant Space Weather Activity Expected

Extreme Space Weather Advisory Notification

A recent Coronal Mass Ejection associated with a solar flare is anticipated to
impact the Earth within the next 12-24 hours. The effects are expected to he
significant. Increased awareness of critical infrastructure over the next 24
hours is advised.

Please monitor the IPS website for further updates at http:/www.ips.gov.au

| Send H Cancel |




Future Developments

ACE solar wind parameters

CME symmetry parameter / CME “mass”

(e.g. Kim et al 2008, 2010)
Active region magnetic characteristics (proxy for IMF Bz events?)
cgion03 (= )[01)f) Jll M Flarecast - Neutral Line - Region 03 (=[5

CME travel time (flare-shock interval) to replace CME plane-of-sky speed
(a poor proxy for true CME speed)

Type Il / Type IV radio bursts

Direct modelling of ESW parameters as response
— GIC index
— lonospheric gradient index



