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Abstract

One of the enhanced points of the executive summary of EU Chemical Biological Radiological
Nuclear Explosive Ordnance Disposal Doctrine (CBRN EOD) for Multinational Operations is “to
protect personnel, materiel, infrastructures and environment and to maintain or restore operational
capabilities...” Indeed, because of CBRN EOD risk potential (as a rule large danger areas with the
possibility of extremely negative effects on the mission, population, infrastructure and environment
due to contamination) CBRN EOD tasks are never autonomous tasks; allocation of responsibilities is a
necessary applied national routine in which the essential imperative is to avoid individual
unauthorized action!

It is complex enough to require systemic thinking, which enhances interdisciplinary creative co-
operation, like the Dialectical Systems Theory does more than the others in Encyclopaedia.

In the light of nowadays threats (i.e. CBRN Devices) that differ rapidly and nearly on a daily basis, the
term critical infrastructure calls for a detailed reconsideration. The critical infrastructures are more or
less determined, representing mutual and essential principles for the command and control and the
execution of multinational CBRN EOD operations. However, some professional remarks will be given
according to ambiguity of the definition of the critical infrastructures according to natural or
intentional outbreak of the highly contagious diseases. Proper planning often prevents poor
performance, therefore, threat analysis, high readiness, tasking, coordination and prioritisation remains
the major factors when immediate strategic definition of a critical structure must be appointed. This is
why systemic thinking is crucial.

Introduction

It cannot be overlooked that the Republic of Slovenia as EU (European Union) and NATO (North
Atlantic Treaty Organization) member possesses the nuclear power plant, which is one of the
commonly recognized critical infrastructures. In addition, Slovenia is surrounded with 50 other power
plants with 109 reactors; 32 of these are within a radius of 500 km from Slovenia (1, 2). Plead for
constant existing nuclear threat is anticipated and represents one of the central strategic points. There
is no doubt that nuclear power plant and other common critical infrastructures are issues of a highest
national strategic framework.

Critical infrastructure is defined and there are no doubts and no reasons for scientific and professional
scepticism. Alliance critical energy is assumed to be delivered from the Alliance energy supply
structure based on four forms of energy. Detailed description of these four forms of energy is
hopefully completely unnecessary. All threats are focused on energy security, which is a serious
tasking complexity (3, 4, 5). The facilities, which are employed in the production, transfer means or



storage and processing energy, would have a debilitating impact on Allies security and/or economy, if
incapacitated or destroyed. The chance or probability of conventional or asymmetric attacks that could
lead to indirect or even deliberate disruption of critical energy flows in a way that would be highly
prejudicial to Allied security and economic stability, includes any risk of attack or disruption by
hostile forces or by terrorists (6, 7). NATO might add defining those areas to safeguard the security
interests of the Allies and assist national and international efforts. It is of immense importance that
EDA (European Defence Agency) and its CBRN EOD Project Team offers plead able Doctrine (8)
focused on the operational level providing a feasible approach on the operational requirements. In
addition, giving the nature, it is important that EU Member States verify their coherence with similar
NATO concepts to ensure full compatibility. It seems that national, regional and international
interoperability and “know how” are no longer the adjective issues.
The term critical infrastructure and consecutive strategic documents are circulating around four forms
of energy. Vandals, saboteurs, criminals, physical attacks, natural disasters, and misfortune (human
error) are therefore perfectly manageable. The mitigation options are well known:

- Intelligence fusion and sharing;

- Projecting stability;

- Advanced EU — NATO and regional cooperation;

- Support to the protection of national critical infrastructures;

- Surveillance and protection of ungoverned spaces (i.e. International waters): from “point”

defence to “area” defence;

- Counterterrorism;

- Consequence management;

- Military cooperation.

One of the enhanced points of the executive summary of EU Chemical Biological Radiological
Nuclear Explosive Ordnance Disposal Doctrine (CBRN EOD) for Multinational Operations is “to
protect personnel, materiel, infrastructures and environment and to maintain or restore operational
capabilities...” (8).

NATO forces routinely operate as expeditionary forces engaged in Allied joint operations, which
occur both within and outside of the NATO area and responsibility. The operational environment may
have no discernable “front lines” or “rear area” and an adversary may be expected to target Allied
vulnerabilities anywhere with a wide range of capabilities. Security, one of the principles of
operations, and protection, a key component of security, assumes an even higher importance in such
environments. Force Protection (FP) is therefore defined as: “Measures and means to minimize the
vulnerability of personnel, facilities, materiel, operations and activities from threats and hazards in
order to preserve freedom of action and operational effectiveness thereby contributing to mission
success.” (9). Thus, the fact is that NATO admitted that forces are vulnerable throughout the
deployment, reception, staging, and onward movement, execution and redeployment phases of an
operation — especially when infrastructure is not yet in place and information on the situation is
incomplete (4).

So, if kinetic threats, which are physical in nature and are a type of threats that may require either
proactive or reactive military actions, are eliminated on time we are no longer threaten and at least one
of four forms of energy will remain an intact critical infrastructure. Additional neutralization of
possible non-kinetic threats i.e. cyber-attack will accomplish the preventive actions and efforts in
preserving strategic infrastructures circulating around four forms of energy.

Nevertheless, the Alliance and its forces remain vulnerable to a wide variety of hazards and threats.
Hazards include occupational hazards such as road traffic accidents and fire and exposure to
environmental hazards such as disease and Toxic Industrial Materials (TIM). A threat may be
described as a state’s/coalition’s perception that is in some degree of danger based on the assessed
capabilities, intentions, and actions of another state/coalition or group (9). Such threats may exist even
in benign environments, such as unit’s home station or base. At best, an Improvised Explosive Device
(IED) environment — or an environment that may involve Chemical, Biological, Radiological or
Nuclear (CBRN) agents — may deter or delay the timely deployment of some national forces and
undermine Alliance resolve. At worst, it may result in significant casualties and severely hamper or
thwart mission accomplishment (9).



Survivability is therefore a principal consideration in strategic planning and decision-making — with
implications that extend well beyond the military mission and into issues such as public support,
political cohesion, and other areas. FP is based on risk management, not risk elimination. Casualties,
deliberate or accidental, are a reality of military operations and the desire to avoid them totally may
impact adversely the achievement of the mission. Although it is not possible to protect every asset
against every threat all of the time, the assets previously identified as “critical to the mission” must be
protected. As a part of FP, a comprehensive risk assessment process is essential to guide risk
management decision-making prioritization (2, 3, 5).

From the scientific point of view and simultaneously using a pure common sense the serious question
arises: “How vulnerable we are actually?” while NATO considered its vulnerability and pointed out
such statement in its highly weighed strategic documents...

Adversaries may be expected to capitalise on perceived Allied weakness and vulnerabilities, giving
rise to the need for a comprehensive and resilient strategy for the protection of forces. FP is essential
to operations, and therefore a clear responsibility of command is to ensure that all military units are
able to defend and to protect themselves appropriately against prevailing threats throughout the range
of military operations. Hence, NATO’s operational needs and the increased global threat of terrorism
prompted an urgent review (2, 3, 4).

It seems that national, regional and international interoperability and “know how” are no longer the
adjective issue, is this true?

Restitution to solidly defined critical infrastructure: “Four forms of energy”, has grounded reason. We
will try to offer some prudent reasons where the concept of “Four forms of energy” as an ultimate
critical infrastructure has its weak points and hence the scenario can be diametrically different from
the general expectation. We will enclose our further discussion about terrorism as number one
phenomenon threatening the global security arena. Terrorism has already been scientifically described
and defined to a certain level and any additional “invention” can diminish the major message we
would like to launch to the wider audience (1, 6, 7, 10, 11).

In the light of nowadays threats (i.e. CBRN Devices) that differ rapidly and nearly on a daily basis, the
term critical infrastructure calls for a detailed reconsideration. The critical infrastructures are more or
less determined, representing mutual and essential principles for the command and control and the
execution of multinational CBRN EOD operations. However, some professional remarks will be given
regarding ambiguity of the current definition of the critical infrastructures in relation to natural or
intentional outbreak of the highly contagious diseases.

Therefore, the major course of action declare: "It is about an ambition to use both, the infrastructure
and human resources in order to achieve the highest level of security possible." (12,13).

Factors influencing strategic ambiguity of the term critical infrastructure

Applying the term “know-how” into the “grey area” of mankind ratio and emotion has an infinitive
possibility to become a complete absurd in the strategic definition of the critical infrastructure. Despite
such serious possibility of scientific disqualification of the present paper we will remain in the “grey
area” trying to provide some points of departure starting with “Goedel’s Theorem, which may belong
to victims of a too one-sided approach to transforming novelties to innovations, so far.” Authors,
Mulej et al (14, 15, 16, 17, 18) brief what system thinking and requisite holism actually is based on:

- Interdependences, Relations, Openness, Interconnectedness, Dialectical System;

- Complexity (& Complicatedness);

- Attractors;

- Emergence;

- Synergy, System, Synthesis;

- Whole, Holism, Big Picture, Holon;

- Networking, Interaction, Interplay.

The system approach is obviously supposed to enable people to think along the mentioned notions. Its
point lies in prevention of oversights and resulting mistakes, including World Wars, and World
Economic Crises, the climate change problem etc., but also a number of mistakes with less broad
consequences (14). However, “law of requisite holism describes the natural fact, that human do not



have capacity to be totally holistic” (19). “On the other extreme, people hardly can do a good job, if
they limit themselves to a single viewpoint, e.g. of a single profession with no co-operation with
people who see the same processes differently. The right way, also in this case, is the middle way, but
people must take responsibility for choosing a dialectical (i.e. interdependence-based) system of
viewpoints of one kind rather than of another kind” (18).

What on earth have the alleged scientific facts of authors Mulej et al to do with the ambiguity of the
term critical infrastructure? Almost everything!

The currently solid definition of critical infrastructure: “Four forms of energy” calls for re-
consideration, especially when bio-agents (BA) dictate a style of thinking that has been unusual so far.
Who will be the major target of potential biological warfare? The perfidious way of biological attack
is simple but the reality of such kind of attack is far more complex that most humans are ready to face.
It is not just about an intentional outbreak of the highly contagious disease. Humans are highly
vulnerable to a non-hostile natural outbreak. World Health Organisation (WHO) finally admitted that
antigenic shift of H5N1 had happened and the human-to-human transmission has engulfed the
mankind (23). The “minority report” exceeded the doorstep where naive civilian population has been
hypocritically misled that possible future pandemic is just an illusion, or worse, a delusional theory of
some isolated scientists (20).

In meantime the Swine Plague has engulfed the Republic of Croatia in 2007. The major outbreak of
the disease affected the geographic areas extremely close to the Slovenian national border. The “in real
time” communication has failed and Slovenia was exposed to a threat fully close to a major disaster in
which no single animal could survive/stayed alive: stamping out method is the only acceptable
strategy in the case of such endemic. So, the national border with the Republic of Croatia became a
critical infrastructure of a highest national priority. In addition, critical factors consist of each
Slovenian veterinarian who crossed the border then (prior to Croatia’s official announcement of the
outbreak of Swine Plague) and offered the vet-medical services to the each breeder; and vice versa
(which is possible and a quite common illegal act close to the border), each single swine that has been
in contact with any particular veterinarian in the Slovenian husbandry, any civilian person, any civilian
close, any civilian footwear, any civilian vehicle that crossed the affected area, any transport in both
ways, the entire nutrition chain, export and import et cetera.. Were we “lucky”? Fortunately no case of
Swine Plague has been officially confirmed in Slovenia yet.

In addition, Slovenia faced (in 2007) the quite unexpected natural outbreak of Q-fever, a highly
communicable disease, where animal-to-human transmission is a well-defined routine. This is just a
foretaste of what Avian Influenza, Swine Plague, Q-Fever, Foot and Mouth Disease and other highly
contagious diseases (bio agents) can and will demonstrate to the humanity of the 21* century. Soft -
“Non Military targets” are nowadays target area of interest to dear fellow’s human beings. Therefore,
the hypothetically doubtless but solid definition of critical infrastructure: “Four forms of energy” has
another “side of the coin”. If some (intentionally anonymous) non-state actors provoke the intentional
outbreak of the highly contagious disease to mankind, the “Four forms of energy” will remain
perfectly intact. Covert release of BA with delayed effects will turn upside down each existing
strategic document and the solid definition of “Four forms of energy” as a critical infrastructure: each
course of actions will alter. The public will not notice this type of biological release until people start
to become ill. A good awareness of such dangerous position among civilian population will end in
panic, which cannot be perfectly predictable and in the vast majority of cases the arriving chaos will
govern each security measures taken.

Civilians are those human resources who govern the solidly defined critical infrastructures: “Four
forms of energy.” Destroying mankind with potential biological agent with delayed effects will protect
the currently defined critical infrastructure that is vital to each adversary having its own reasons and
strategic appetite to take it over. Mass casualties for what biological weapons are potentially made, are
the main focus. No hostile track has the strategic concept, which will allow the end of “Four forms of
energy’’.

FP represents a safety zone in a certain level of course. The members of the Security/Armed Forces
are well trained and equipped to protect themselves (4). However, they are only human beings. Their
final task in the case of biological warfare might become a plain straggle to survive. And they can
become ill as well; they can be part of the mass casualties as well. Empty space of the solidly defined



“Four forms of energy” can be the final outcome of the potential natural or intentional outbreak of the
highly contagious disease of any inhabitant of the world.

That is why we dare to move the term critical infrastructure from nuclear plant, or as defined: “Four
forms of energy” to human beings-animals-national borders-general transport etc. None of them exists
and acts in isolation from each other; they are more inter-dependent than they look like at the first and
shallow view. Their dialectical (i.e. interdependence-based) relations must stop being victims of
oversights of specialists, who are deep inside their own specialties/viewpoints, but poor capable of
interdisciplinary co-operation.

Holism of thinking, decision-making, and action

Biological agents are an “invisible front” (21) seriously denying the currently recognized critical
infrastructure. To be precise, we agree: “Four forms of energy” make a critical infrastructure. But this
definition is somehow too decisive and one-sided rather than requisitely holistic. Another style of
thinking was given just to remind or simply to add rather than to deny the highly strategic definition of
critical infrastructure. Throughout history, infection diseases contracted naturally have had a
significant impact on military operations and human lives. The effects of disease introduced to native
populations were clearly demonstrated by the spread of smallpox in the Americas after arrival of
Europeans and illustrated the potential impact of the deliberate use of BA (22).

The intentional dissemination of disease adds a new dimension to threats that are posed by BA
traditionally transmitted only by natural routes. The global security arena is facing already the natural
outbreak of virus HSN1, which crossed and it keeps crossing the national borders silently identically
as electricity silently crosses the national borders giving the vital source of energy the absence of
which can inflict a crisis of immense extension...

Proper planning often prevents poor performance, therefore, threat analysis, high readiness, tasking,
coordination and prioritization remains the major factors when immediate strategic definition of a
critical structure must be appointed. Proper, this means planning with requisite holism based on inter-
disciplinary creative co-operation. And: every planning, if it is proper, has to do with some innovation,
at least, added to the established routine; the current life is no longer unchangeable like in old times.
“We just tried to demonstrate that holism of thinking, decision-making, and action is very necessary.
Also, we would like to show how much more success one could yield in the innovation effort, if one
applied more system thinking. The problem lies in mentality very much - in humans’ thinking and
worldview as well as other values and other emotions.” (18).

“Take a look at experience around you and discover (again): Success has always resulted from absence
of oversights with crucial impact. And failure has always resulted from crucial oversights, be it in
business, scientific experiments, education, medical care, environmental care, invention-to-innovation
processes, etc., or wars, all way to World Wars of 20" century, and all other wars and crises.* (18).
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