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WELCOME FROM THE 2007 CONFERENCE HOST

I am greatly honoured to welcome all of you attending the 14th TIEMS Annual Conference in
Trogir and know that, once again, the great part of the world has gathered here to try, in
unified front, to fight the common enemy — disaster in all its forms. Different countries have
different systems and means for fighting against adversity, some of them rich and some of
them not, but we all, through gatherings like this, are trying to share our achievements,
knowledge and practical solutions, with the aim of enhancing and improving collective
benefit.

Throughout its history, this great world of ours has been faced with many catastrophes and
disasters, which has intensified over the past decade. We’ve been witnessing natural,
manmade and social disasters as well as new threats in a form of terrorist attacks or pandemic
disease threats. The truth is that we have produced better means for fighting against and
dealing with disasters, but it is also important to keep in mind that contemporary society, in
spite of all its facilities and achievements, is still vulnerable. In some cases it may prove to be
even more vulnerable. For example, in a case when a disaster hits densely populated areas.
Recent disasters have sent a message that there is still much work to be done. It is also very
important to emphasize that natural disasters have become more frequent and more severe
because of the human influence on the environment. These are global problems and we must
find global remedies - We must think in terms of the world and the future and act now.

In general, Croatia is investing great efforts to achieve the standards of the modern world and
specifically the EU, with the objective of not being among the weakest links in the chain of
defence against disasters. The high auspices of the Croatian Government and Ministry of
Science, Education and Sports, and Ministry of Internal Affairs confirm this.

The Regional Centre for Assistance and Disaster Relief, as the host of this conference, and at
the same time a governmental institution engaged in previously mentioned matters, is hoping
that the proceedings of this gathering will indicate new, clearer and more efficient guidelines
in finding solutions for predictable and unforeseen adversities in the future.

This year’s TIEMS Conference on “Disaster Recovery and Relief: Current and Future
Approaches” will address and cover vital issues to be considered through interdisciplinary
approach using different methods. I hope that it will result with beneficial solutions, which
will help all of us to be more prepared and efficient in dealing with all kinds of disasters.

Every contribution is welcome, every idea worth considering and every solution precious.
This Book of Proceedings will surely be a document worth revisiting in time to come for all
participants of this conference.

I wish you a pleasant and memorable stay in our country in the following days and I am sure
that you will find some time to enjoy the beauty of this exquisite part of our world. I hope that
you will keep the warmth of our sun and hospitality of our people in your hearts for a long
time.

Ranko Britvi¢

RCADR Director
and Conference host
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FORWORD FROM THE PRESIDENT OF THE
INTERNATIONAL EMERGENCY MANAGEMENT SOCIETY

TIEMS has for the past year been continuing its global focus, and the society has made
measurable developments towards its goals and will continue with the help of its members
and supporters to create stronger links and networks for information sharing on emergency
management worldwide.

Our annual conference in Trogir, Croatia is TIEMS 14™ annual conference, and it is a
pleasure to be in this historic city and beautiful area. The program is the best ever with ninety
two presentations from all over the world, and it is with our great pleasure to welcome the
Prime Minister of Croatia to open the TIEMS 14™ annual conference.

The number of participants is expected to be around two hundred representing around thirty
different countries, and demonstrates the international foundation for TIEMS, and that the
program is of interest far beyond the authors themselves. The participants and sponsors of the
conference are all engaged in these important and far-reaching subjects of emergency
management. We feel that open international gatherings like TIEMS, gives an excellent
opportunity for exchange of ideas and discussions on ways and means to make the world a
safer place. We are confident that this and other events also lead to increased international
cooperation in this highly challenging area, which is not limited by borders.

The published papers in the proceedings give a broad international view of emergency
management with an international perspective, and with these proceedings TIEMS like to
stimulate a continuous ongoing international dialogue and debate on emergency management.
Many thanks go to Alan Jones for his excellent job as Chairman of the Paper Review
Committee, and all his team in reviewing of the papers for conference. I trust that the
presenters at TIEMS 2007 appreciate this quality improvement of the event.

TIEMS is an international, non political and not for profit society, which has limited financial
resources. TIEMS 2007 in Croatia would not have been possible in the form it is presented
without the financial support and help of TIEMS 2007 participants and sponsors and TIEMS
is thankful to all of you for your support.

Boja Ostojic has taken the initiative together with local TIEMS supporters to establish a
Croatian Chapter of TIEMS, and many thanks go to her for giving TIEMS a permanent
presence in Croatia. Special thanks also go to Giedo Van pellicom and Charles Kelly, who
have been instrumental in the planning process and the financing of the conference. Giedo
Van Pellicom in cooperation with Ulrich Raape have also, in cooperation with many of
TIEMS directors, got the TIEMS web-site back on track after an unfortunate interruption
during the most critical phase of the planning process of the conference, and we will be
pleased to make full use of our new site in making the proceedings from TIEMS 2007
available from our web-site, www.tiems.org after the conference.

Finally thanks go to RCADR and specifically Ranko Britvic and Stiven Vlaislavic and their

staff who have supported the conference and formed a local organising committee, preparing
all practical details of the arrangement and all social events.

Organising of the conference has been hectic at times, but seeing the fruitful result of the
work, is very satisfying, and we hope you will all enjoy the event.

K. Harald Drager
TIEMS President
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FORWORD TO THE PROCEEDINGS FROM THE
EDITOR AND CONFERENCE PROGRAMME CHAIRMAN

Every emergency in every part of the world, however similar to those that have gone before
them seem to pose new challenges for the emergency management community. And with
each new challenge it is vital, if we are to improve our overall responses to learn the lessons
from these events, and ensure measures are put in place to mitigate and if possible prevent
these incidents occurring.

This peer-reviewed collection of papers provides a review of many of the emergencies that
have faced the world in recent years and also the threats, which we may all face in future such
as pandemic flu and climate change. Most importantly however they address developments,
which have been made to manage them, and rather than simply expressing heroic tales,
provide a forum for critical evaluation of responses and reporting of new approaches to
encourage debate and further develop the profession of emergency management.

One key feature, which appears to underpin, perhaps unsurprisingly, many of papers, is the
importance of effective information and communication management. This has long been a
challenge for those dealing with emergencies, being raised in many post incident reports and
inquiries and it is hoped the papers and the presentations will spark debate amongst you all on
the best ways to improve this. TIEMS is actively supporting the improvement of
communications practices in the field of emergency management through a range of
initiatives, which will also be presented during the course of the conference.

The papers as always convey what has become a hallmark of the TIEMS conference over the
years, to provide an interchange between theory and practice with papers from practitioners,
researchers, industry and policy makers, which we hope will provide the reader with a
balanced and objective view.

Considerable steps have been taken to improve the standard of the papers for the conference
over the past year, through the implementation of a new and comprehensive review process.
This has however only been possible though the significant efforts and support of the review
team, to whom I would like to express my thanks, and hope you will all recognise the
improvements realised through this process.

Finally I would like to take this opportunity to thank all of the authors who have spent time
and effort to share their experiences, and hope you will all benefits from these, and that these
proceedings will form a useful reference document to you in future.

Alan Jones

TIEMS Director
Editor
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UNDERSTANDING THE BARRIERS
TO THE INTEROPERABILITY OF DISASTER AND
EMERGENCY MANAGEMENT INFORMATION SYSTEMS

E.Wilkinson *!

*Resilience Centre, Department of Defence Management and Security Analysis, Defence
College of Management and Technology, Cranfield University, UK

KEY WORDS: Disaster and Emergency Operations, Information Systems, User
Requirements, Situational Awareness, Interoperability, Information Communication
Technology (ICT), Information Exchange, Common Data Formats

ABSTRACT:

Emergency and disaster operations require a multi-agency approach to civil protection.
However, agencies such as the police, the fire services, the health services and relevant non-
governmental organisations display major differences in the way they handle information.
This may be attributable to security rules, operational procedures, or even the culture that
characterises each organisation. Situational awareness in a multi-agency operation is a key
factor for the effectiveness of disaster and emergency response. Its enhancement is based on
the building of a reliable Common Operational Picture, made up of information shared by the
different teams of responders working together.

Interoperability describes the ability of systems to connect and exchange information so that
they operate effectively together. This has been a long-standing requirement in the military
domain, largely due to the demands of joint-service missions but also those of combined
multinational operations. However, unlike the military, the civil protection sector is
fragmented. Solutions for improving interoperability encounter difficulties in the face of such
disjointed “markets”. The civil protection “market” does not provide clear directions for the
Information Communication Technology (ICT) industry to meet the demand of commonly
agreed data formats for exchange of information.

The efforts required for developing common data formats and driving them through lengthy
standardisation processes may be seen as inefficient. This is particularly relevant to the fast
moving ICT world where the risk of being outdated is high.

The paper suggests that in this context, the achievement of various local, regional or even
national ICT strategies could be described as sub-optimal and that there is a pressing need for
various stakeholders, and the user community in particular to agree on a common vision for
interoperability.

! Resilience Centre, Department of Defence Management and Security Analysis, Defence College of Management and
Technology, Cranfield University, Shrivenham, Swindon, SN6 8LA, UK — e.m.wilkinson@cranfield.ac.uk
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INTRODUCTION

This paper addresses the issue of information sharing during response operations to disaster
and emergencies. It focuses on the case of civil protection organisations that encounter multi-
agency dealings every day. By and large, information is shared during the response to
emergencies and disasters between organisations that have varied purposes and use differing
processes. These exchanges are frequently described as key to the success of operations.
Nevertheless, the sharing practices may be difficult as technology, procedures or even trust
are not always in place to support them.

THESIS

This paper will not only examine information exchanges in their strictest technical aspects. It
will examine the issue further then the dictionary definition> which characterizes
interoperability as the ability of computer systems or software to operate in conjunction by
considering the wider context of information sharing.

Firstly, this paper underlines what is at stake when sharing information by looking into some
of the lessons learnt from the response to Hurricane Katrina. It shows that a common
situational picture can only be created and is only useful when a structure of coordination
mechanisms exist.

The background of the requirement for improved interoperability is explored in the second
part of the discussion. Indeed, the EU’s evolving strategy for Global Security will ultimately
bring about more cases for inter-agency operations for which interoperability is critical.

A model offering a characterisation of the levels of interoperability is proposed in the third
part of the discussion. The model describes each level by a form of output corresponding to a
range of building blocks.

This paper then looks into the need for standardisation and the proposed solution of a
Common Data Format by the EU FP6 funded project called Oasis.

SOURCES OF INFORMATION

The sources of information for this paper are mainly bibliographical and are also drawn from
the authors’ own experience in taking part in the conception and development of a Disaster
and Emergency Management System. The bibliographical references used feature as
footnotes throughout the paper.

% The Concise Oxford English Dictionary, Eleventh edition revised . Ed. Catherine Soanes and Angus Stevenson. Oxford
University Press, 2006. Oxford Reference Online. Oxford University Press. Cranfield University. 28 Feb. 07
http://www.oxfordreference.com/views/ENTRY .html?subview=Main&entry=t23.e29008
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FINDINGS AND DISCUSSIONS

The importance of building situation awareness through the sharing of information — the case
of Hurricane Katrina

A striking example of the importance of information sharing can be found in a report’ to the
US House of Representatives on the response to Hurricane Katrina. Although this
Transatlantic account may seem distant and possibly irrelevant, some of the issues it raises are
generic.

Following the 9/11 incidents, the US government had enhanced its framework for disaster and
emergency response by creating the Department of Homeland Security (DHS) and developing
the National Response Plan (NRP). During the response to Hurricane Katrina, although most
emergency support functions were activated as prescribed in the NRP, it is reported that there
was a major lack of situational awareness and disjointed decision making. “Too often,
because everybody was in charge, nobody was in charge” as a consequence, valuable
situational information was not provided to the White House and some of it was wrongly
discounted (when actually accurate). The report believes that “earlier presidential
involvement might have resulted in a more effective response”.

A number of coordination problems have their origins in the preparation for disasters and it is
disturbing to read that top officials in the U.S. Department of Health and Human Services and
in the National Disaster Medical System did not share a common understanding of
responsibilities and controls.

In effect, it appears that deficient situational awareness was not present solely at the top of
organizations nor on the ground, but featured right through the response apparatus. For
instance, the Federal Emergency Management Agency (FEMA) lacked knowledge of
requirements and resources in the supply chain.

The military provided a key part of the response, but again the lack of coordination caused
delays in the Department of Defence response. The report emphasizes that there was a
deficiency in adequate information sharing protocols that would have enhanced joint
situational awareness. It also outlined that a lack of communication equipment and
interoperability contributed to poor ground coordination in the joint military, Coast Guard and
National Guard response

Furthermore, failures in communications had a profound impact on the overall response by
restricting Command and Control, constraining situational awareness, creating delays in the
delivery of relief supplies and limiting officials’ ability to address unsubstantiated media
reports.

The description of the response to Hurricane Katrina illustrates the difficulty in building

reliable situational awareness in the midst of a crisis. It also shows that common awareness
must be backed up by effective coordination mechanisms.

The evolving context — the EU’s recent approach to Global Security

For the EU, security is increasingly at the forefront of policies, although in the post Cold War
era the EU has become less of a “consumer” and more of a “provider” in terms of security”.
The EU has shown it is keen to preserve peace and security in its area of direct interest, but
the difficulties in differentiating between internal and external policies are becoming more
apparent.

® Select Bipartisan Committee to Investigate the Preparation for and Response to Hurricane Katrina, Tom Davis, Chairman. A
Failure of Initiative - The Final Report of the Select Bipartisan Committee to Investigate the Preparation for and Response to
Hurricane Katrina.(2006)

* International Crisis Group. EU CRISIS RESPONSE CAPABILITY REVISITED.(2005). Europe Report N°160, .
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European Security and Defence Policy (ESDP) is moving from concepts’ to reality. Whereas
traditionally its focus has been on the enhancement of military capabilities, recent,
developments in capabilities have seen a shift to rapidly deployable, technologically capable
and intelligence based forces structured and equipped to perform a wide range of tasks. The
focal point of the EU approach now revolves around military capability shortfall, in order to
obtain a level of readiness geared to prevent conflicts or assist stabilisation in post-conflict
situations.

The EU civilian toolbox has not benefited from as much attention. Paradoxically, the
development of civilian capabilities is crucial as civilian missions are increasingly more likely
then “high-end military” ones. Several aspects of ESDP are described as non-military. These
civilian crisis management capabilities are: policing; the administration of justice (rule of
law); civilian administration; and civil protection. Their purpose is to allow the EU to provide
the full range of assistance to countries in crisis and a number of organizations and bodies
have been set up by the EU to address this issue. The Committee for Civilian Aspects of
Crisis Management was established in 2000 to ensure coherence and completeness in the
delivery of an EU response to crises and is assisted by Crisis Response Coordination Teams.
Since 2001, the Conflict Prevention and Crisis Management Unit has acted as a focal point
within the European Commission to look at the civilian aspects of Crisis Management. A
joint Situation Centre has also been established (in 2003) to combine the military and the
civilian instruments and to provide an operational point of contact at EU level within the
Council. In addition, the provision of civilian capabilities were defined in 2000 and Member
States pledged to provide 5000 police officers that could be deployed in 30 days as well as
200 experts in the fields of rule of law, civilian administration and civil protection.

The EU recently assessed its collective civilian capabilities® for crisis management and began
to articulate how these should be expanded, both in scope and quality. The subsequent
agreement of a Civilian Headline Goal launched in December 2004 sets out a number of
ambitions for the development of ESDP.

This initiative called for the development of capacities in order to allow the EU to:

o Deploy integrated civilian crisis management packages. The definition of these
‘packages’ and their tasks are derived from the specific needs on the ground and exploit the
full range of EU crisis management capabilities.

o Conduct concurrent civilian missions at different levels of engagement. The EU
should be equipped to conduct several missions concurrently, including at least one large
civilian follow-on mission at short notice in a non-benign environment. These should be
sustainable over a longer period of time

o Deploy at short notice. The EU should be able to take a decision to launch a mission
within 5 days of the approval of the mission concept and certain capabilities should be
deployable within 30 days of the decision to launch.

o Work with the military. The EU missions can be deployed autonomously or in close
co-operation with the military. In the latter case, a coherent coordination of civilian and
military means in response to crises should exist in order to allow the smooth transition from
ESDP operations to long-term EC programmes. This requires a clear functional division of
responsibilities and close co-operation in planning of ESDP efforts and exit strategies.

o Respond to requests from other international organisations, notably the UN.

> International Crisis Group. EU CRISIS RESPONSE CAPABILITY REVISITED.(2005). Europe Report N°160, .

¢ Isis. European Security Review, Number 25, EU Civilian Crisis Management : preparing for flexible and rapid response (March
2005)

" EU security and defence.(2005). Chaillot Paper no. 75, Core Documents 2004, Volume V.
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It appears that the conduct of multinational security operations will increasingly have a multi-

agency aspect to it. There seems to be a trend in associating military and civilian means in

tasks such as conflict prevention, peacekeeping and tasks of combat forces in crisis

management. Hence, the capability shortfalls within the EU should not just be assessed in
terms of quantity or quality, but also very importantly, interoperability.

Defining levels of interoperability - the military benchmark

Interoperability is key to success in multinational operations. Military forces are aware of this
fact due to their long experience of combined coalition operations. Much of the early research
for greater interoperability has been conducted by the military. Recently, there has been a new
focus to define the various levels of interoperability,® which aims to bridge the gap between
coalition partners’ differences in doctrine, organization, concepts of operation and culture.

Levels of interoperability

LEVELS OUTPUTS BUILDING BLOCKS
WORK
EXCHANGE Common pool of resources
Cultural level of interoperability Syn chronisation Common resolution strategy
Unity of E ffort Common target set
KNOWLEDGE
EXCHANGE Common perception of the problem
Cognitive level of interoperability Shared Common knowledge of capabilities
Understandin g Shared understanding of intentions
DATA EXCHANGE
omimon mpleteness of picture
. . o C Compl f pi
Technical level of interoperability Op erational A.ccur‘acy of pic‘ture
. Timeliness of picture
Picture

Model adapted from U.S.-CREST, RUSI,FRS, SWP. Coalition Military Operations - The Way Ahead Through Co-operability (2000)

This model suggests that there are various levels at which exchanges can be achieved when
organisations work together. The basic exchange of data can be described as a technical level
of interoperability. It aims at building a common operational picture in a timely, accurate and
complete manner. An augmented exchange of knowledge will allow shared understanding of
the situation. This can be described as a cognitive level of interoperability where information

8 U.S.-CREST (Center for Research & Education on Strategy & Technology), RUSI (Royal United Services Institute for Defence
Studies), FRS (Fondation pour la Recherche Stratégique) & SWP (Stiftung Wissenschaft und Politik). Coalition Military
Operations - The Way Ahead Through Cooperability - Report of a French-German-UK-U.S. Working Group.(2000).
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exchanges are not purely descriptive. They are accompanied by a common perception of
problems, knowledge of what tasks are being carried out to solve them and a comprehension
of how this might have an effect on the situation. Further amplified is the work exchange,
whereby the cooperating organisations work not just alongside each other, but actually share
some of their tasks and synchronise their efforts. This improved level of interoperability can
be referred to as cultural or doctrinal. It suggests that at a high level in the Command and
Control chain there will be common definition of strategies and associated targets and a
common pooling of resources.

The boundaries between these levels of interoperability are not clear-cut. Nevertheless, many
examples illustrate that there are indeed a range of various levels of interoperability or
information exchange.

This can be observed for instance through the confirmed interest of the US Department of
Defence into effects-based approaches. An effects-based approach’ seeks to establish the
“why” of a mission rather than just the “how”. Such an approach encourages a holistic
approach where “all of the sources of power and influence that can be applied” and
orchestrated so that the synergies that result in effects are greater than those that are additive.
In his book, Smith (2006) highlights that "even though the info-structure has improved, being
able to conduct effects-based operations has proved challenging” This is generally attributed
to a lack of commonly defined “organizational processes, trained individuals, and appropriate
tools." Again this suggests that the issues of interoperability need to be tackled at each of the
various levels and not just at the strategic or tactical level.

In the same way, a recent RUSI Paper' suggests that the exchange of information is not
necessarily impeded by technical constraints and that it must find its roots in organisational
culture. In fact, an interoperability agreement drawn up in the UK between the emergency
services illustrates just how this will change the culture from the top.

In recent legislation'' to develop an integrated emergency management system, the British
Government recognized that a fine balance must be found between making decisions based
upon comprehensive and fit for purpose information and acting on that information as swiftly
as possible. It underlines that “establishing systematic information management systems and
embedding them within multi-agency emergency management arrangements will enable the
right balance to be struck™. It also goes on to state that “terms and definitions should,
wherever possible, come from national standards and publications rather than local
initiative.... Otherwise, there is a risk that parochial usage may interfere with interoperability
and co-operation with local partners and neighbouring areas and hinder co-ordination at the
regional and national levels. The same applies to concepts of operation, doctrine and
structures.”

The call for standards — the Tactical Situation Object as a proposed solution

It is a fact that interoperability relies on standardisation. In itself, the concept of
standardisation is not highly controversial, but implementing it may prove difficult to achieve.
Implementation requires political will to organise coherent procurement programs. More
importantly it requires the resolve to update capacity, which equates to committing financial
resources in the long term.

® SMITH, E.A. Complexity, networking, & effects-based approaches to operations. Anonymous Library of Congress Cataloging-
in-Publication Data (2006).

1% Bell, S. & Cox R. (2006). Communications Inter-operability in a Crisis. Whitehall Report - RUSIL.

' HM Government. Emergency Response and Recovery , Non-Statutory Guidance to Complement Emergency
Preparedness.(2005). , Chapter 2 - Principles of effective response and recovery.
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The sources of standards in Europe'” are varied and can be categorised as follows:

o single-company de facto standards;

o multi-company commercial standards, developed by trade associations or ad-hoc
standards organizations, often leading to a patent pool;

o formal commercial standards bodies with mixed membership;

. government standards

For private companies, in the first two instances, it is easily understandable that there may be
natural tension between two objectives'’: on the one hand, protecting market share and
establishing proprietary positions; and, on the other hand, opening markets through industry-
wide acceptance for new technologies, particularly by having the technology accepted as
standard. In the fast moving field of electronics and computing it is particularly important to
plan technical developments so as to create a balanced portfolio of essential and non essential
rights framed around a business strategy. Consequently, the selection of technologies to go
through a lengthy and heavy standardisation process is a tricky issue which requires a
thorough awareness of future markets. This possibly means that drivers are too weak and
wrongly focused rather than barriers too great.

The ability to share information in a timely and secure manner is often critical to the conduct
of operations. In order to enhance situation awareness and facilitate information exchanges,
the definition of a "standard instrument" which carries the description of the tactical situation
between systems is necessary. The OASIS project funded by the European Commission under
the FP6 Information Society Technologies program has done significant work of this issue'.
Its strategy has expanded to include the new CEN (European Committee for Standardisation)
workshop to prepare specifications for the interoperability of information systems and further
consultation on its work on the Tactical Situation Object" (TSO).

This interface is derived from a NATO standard and more details are available on the project
web site. The TSO is able to vehicle the following type of information:

. Identification of the information: the identifier of this TSO, the originator of the
information and the date of creation of the TSO,

. Description of the event: the type of the event, its extent, the number of casualties, the
consequences on the environment, its criticality,

. Description of the resources: which resources are already used, which resources are
available,

. Description of the missions: the tasks that are on going, their status, the teams and

resources that are engaged for them and their planning.

Ultimately, this standardisation process should provide the market with the tools required for
the operation of advanced systems deployed in disaster and emergency management and is
expected to feed into the ISO - International Organisation for Standardisation (Technical
Committee for Societal Security -ISO/TC 223) as a contribution to the international work plan
for Societal Security standardisation (ISO/TC223).

Concluding remarks

"> Dolmans M. STANDARDS FOR STANDARDS (2002).
1 Watts, J.J.S. & D.R. Baigent. Intellectual property, standards and competition law: navigating a minefield.(2002). Volume 2,
Page(s):837 - 841 vol.2, .

' See the OASIS project website: www.oasis-fp6.org
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It is noteworthy that, in essence, the difficulty in understanding the markets of Crisis and
Emergency Management Systems is inherent in the fact that these markets are fragmented.
The division does not reside only in the lack of coherent acquisition contracts — a major
barrier is that the various organisations involved in disaster and emergency operations do not
adopt the same perspective when providing a response. Ultimately, their common purpose is
about saving lives and recovering from crises, but as the police might need to focus on
investigative aspects or the protection/restoration of a scene, the fire service will conduct
search and rescue or fight fires and the ambulance service will attend to the health of
casualties, sometimes with little consideration of other agencies’ requirements. A joint
response must offer a united vision of the ‘why’ and what is the overall strategy to all parties
involved.
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Abstract

After a number of recent major natural disasters (eg Boxing Day Tsunami, Hurricane Katrina,
and Cyclone Larry) the sector stakeholders are moving towards efforts to define and exploit
greater ICT utilisation during the response and recovery phases of major incidents. The focus
has moved from just improving voice-data-network-level technologies for communication
into harnessing new information-level technologies to cover all phases of crisis management.
This includes information infrastructure for incident message routing and standard languages
for conveying the semantics of emergency warnings and resource and task management. In
this paper we review some of the emerging requirements for Crisis Information Management
Systems (CIMS) and look at the current and future technologies that will need to address
these requirements. A CIMS needs to also address the sharing of information across
emergency agencies and any stakeholders involved in the response and recovery. A CIMS
will also be required to follow any number of emergency response models and provide
technologies to match and support the policies and rules that govern these human-oriented
models. Also, based on our own CIMS demonstrator, we propose a starting framework to
support CIMS functionality and identify the key interoperability opportunities.

Introduction

With the recent impact of natural and other disasters, the emergency management community
has focussed energy on defining greater requirements for ICT support during and post these
incidents. There has also been an expectation that ICT should be providing such support.
However, emergency management is not a discipline that follows well behaved rules nor
allows itself to be modelled sufficiently well that all contingencies can be catered for a priori.
In essence, emergency management is still in its infancy when utilising ICT solutions.

"NICTA, 300 Adelaide St, Brisbane QLD, 4000 AUSTRALIA <renato@nicta.com.au>
2NICTA, 300 Adelaide St, Brisbane QLD, 4000 AUSTRALIA <karen.robinson@nicta.com.au>
3 NICTA, 300 Adelaide St, Brisbane QLD, 4000 AUSTRALIA <ola.rinta-koski@nicta.com.au>
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Crisis Information Management Systems (CIMS) is a new concept now entering the

vocabulary of the emergency and disaster sector. Its aim is to provide a complete suite of ICT

functions addressing the many requirements from the emergency management community.

There are other terms, such as Disaster Management Interoperability System, and Critical

Incident Management System, but CIMS is emerging as the preferred term for major crisis

needs across multiple agencies and across multiple jurisdictions, where there is a need to
exchange information for coordinated action and capability sharing.

Recent work on frameworks for CIMS has shown a broad scope in findings. Kim et a/ (2006)
define 12 underlying factors that need to be supported, such as information sharing, resource
allocation, secure and reliable communications, coordination with national resources,
integrating information, and privacy issues. Dwarkanath & Daconta (2006) outline an
“enterprise framework” for CIMS and argue that no single entity can be responsible for the
entire management of a crisis which a shared services platform across many enterprises could
support.

Ryoo & Choi (2006) argue that modularity is critical for CIMS to maintain their flexibility in
adapting to disasters of different magnitude. They also present a classification framework that
includes high level functions of: collection, distribution, presentation, and processing for
CIMS frameworks. Wang & Belardo (2005) present a crisis management framework where
the information management strategies differ depending on the state and type of the disaster.

The Institute for Security Technology Studies (2004) found many challenges facing the CIMS
community, including:

e Supporting a wide range of functional areas,

e Supporting the Critical Infrastructure community,

e Supporting a broadly accepted vocabulary of technical terms, and
e Promoting the interoperability of CIMS.

We propose that a CIMS Framework needs to capture and categorise the functions and
services of CIMS to enable a common terminology to evolve with shared meanings.
Additionally, the interoperability between CIMS must be based on open information
standards developed by the community to enable flexibility in the systems architectures and
deployment of CIMS.

This paper is organised into three sections covering the aims and scope of CIMS (as shown in
Figure 1).

——— =,
CIMS Framework —

CIMS Framework = ﬂ CIMS Framework
CMS Interoperabiity [@€—————3  CIMS Interoperability ~ [€——3| CIMS interoperability
CIMS Architecture — ___——_'1 CIMS Architecture
— CIMS Architecture —

Figure 1 — CIMS Scope

Firstly, the CIMS Framework will be presented that covers the high-level functionality and
services provided by CIMS systems. Secondly, CIMS Interoperability covers the sharing of
information between CIMS systems in a consistent and standardised manner. This will focus
on current information standards related to emergency management. And thirdly, the CIMS
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Architecture will cover some of the underlying technical issues for deploying CIMS systems,
and will be based in a demonstrator CIMS system.

CIMS Framework

The functionality of a CIMS will vary greatly. This will be reflected in the both the needs of
the crisis team using the CIMS and the level of expertise and reporting structures. Figure 2
presents some of the core functionality for CIMS services across three horizontal layers.
Layer one functions include functions that provide direct crisis control and management.
Layer two provides support functions to layer one services, and Layer three provides core
system-wide services.

Layer 1 Incident People Resource Notification 2::::::;
Management Management Management Management Management
- Dperational

. Assessment Methodology

Layer 2 Document Report Financial Modeling Management
Management Management Management M
anagement
Authentication & . 4 3 2

Layer 3 | Ak areae e e Directory Services Geospatial Services

Figure 2 — CIMS Framework

The Operational Methodology Management function is one of the critical functions of a
CIMS and operates across all layers. This supports the processes used in crisis coordination
centres which are governed by Incident Management Systems (IMS), which vary across
jurisdictions, but fundamentally provide a structured and hierarchical “command and control”
framework. For example, in Australia the common IMS is the Australian Inter-service
Incident Management System (AIIMS), which governs the roles and relationships between
the local, district, and state level disaster coordination centres, and disaster management
groups. The Operational Methodology Management would provide overall concepts that
would need to be supported across all the other layers and functions, based on the terms,
structures, and semantics defined in the IMS.

The layer one Incident Management supports the high-level recording of individual incidents.
Since a CIMS will be used for multiple incidents over time, there is need to manage a crisis as
a single event. All other layer one and two functions would be related to one or more
incidents. People Management supports the management of defined roles, teams, tasks and
duties of individuals and organisations.

Resource Management supports the management of resources during a crisis. This involves
all stages (discovery, commitment, deployment, return, extension, etc) for resources involved
in the recovery and response phases of a crisis.

Notification Management supports the management of outgoing and incoming information
messages. This includes broadcast messages to large groups, even community wide, and
routing of messages to the right people who need to be informed of the content.

Situational Awareness Management supports development of a “picture-of-operation” that
encapsulates the current crisis, based on all the information currently held or made available
to the CIMS. Typically, this would be aggregated situational reports or geo-spatial images
with multiple layers showing current status of the incident and allowing planning operations.
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The layer two Document Management supports the effective categorisation of the documents

created and deposited into the CIMS. Report Management supports the automated creation of
incident reports, based on the CIMS repository of information, such as status reports etc.

Financial Management supports budgets, expenditures, and reconciliation of financial
transactions. Assessment Modeling Management supports planning and modelling functions
of the incident, such as damage assessment, or storm-tide surge modelling.

The layer three Authentication and Authorisation Services support users to gain access and be
authorised to perform secure functions in the CIMS. Directory Services supports a single
view of users across the CIMS including federated identity services. Geospatial Services
support mapping of incident data to various map sources, such as road networks or satellite
maps.

The aim of this framework is not to present an extensive functional map of CIMS services,
but to focus on the core functions, and their interoperability challenges across CIMS.

CIMS Interoperability

When designing CIMS, it should not be assumed that they will operate in isolation. Although
some systems have been designed in this way in the past - including a variety of standalone
Web-based and client/server solutions, such as WebEOC (ESi, 2007) and L-3 CRISIS (Ship
Analytics, 2007) - the requirement for all parties involved in crisis management to use a
single (and often centralised) system has hindered their uptake. Crisis management is
typically a complex activity involving distributed teams of people from a variety of
organisations; therefore, requiring everyone to adopt and log on to a single system is
extremely challenging in terms of conflicting organisational policies and procedures (e.g.,
security policies), differing IT setups and system scalability. In order to be successful,
interoperation based on common standards should be supported, both between different
implementations of CIMS, as well as between CIMS and other types of software used by the
emergency management community. As discussed earlier, many countries have standardised
their terminology, principles and command structures for crisis management by developing
their own IMS (such as AIIMS in Australia); however, there has been limited adoption of
standard formats for information sharing between information systems such as CIMS.
Despite this, some work on the standardisation of information formats has begun —
particularly in the US, driven by problems highlighted by recent disasters such as Hurricane
Katrina and 911.

The most relevant standards for CIMS are being developed by the OASIS consortium’s
Emergency Management Technical Committee (OASIS Emergency Management TC, 2007).
The Common Alerting Protocol (CAP) (OASIS Emergency Management TC, 2005) was the
first standard to be sanctioned by this group. CAP defines an XML format for
interoperability in alerting and public warning systems. The intention is to promote
consistency in the information produced by all kinds of sensor and alerting systems, thereby
reducing confusion and helping to get crucial warning information to the public faster. CAP
messages carry message identifiers; information about the sender and the time sent; message
status, type and scope; and the event category, urgency, severity and certainty. In addition,
the messages can carry other optional information, such as instructions for the recipients and a
description of the target area. CAP has had good early uptake in the US — e.g., in the
Department of Homeland Security and the National Weather Service (Botterell, 2006) — and
is emerging as the common information standard for general incident messages.

The next generation of information standards are being developed as part of the Emergency
Data Exchange Language (EDXL) family of standards. This family includes one completed
standard — the EDXL Distribution Element (OASIS Emergency Management TC, 2006) — and
two further specifications that are nearing completion — EDXL Resource Messaging (OASIS
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Emergency Management TC, 2007b) and the EDXL Hospital AVailability Exchange
Language (OASIS Emergency Management TC, 2006b).

The EDXL Distribution Element (EDXL-DE) captures information required to enable routing
of XML (and other) payloads, in order to facilitate information exchange between the various
organisations involved in emergency management and response. This routing information
includes elements such as the target area for a message (in order to support location-based
message delivery); information about the sender; the target address for the message, if
applicable; keywords describing the message content; and the type and “actionability” of the
message (actual, exercise, test, etc.). The Distribution Element can be used as an
envelope/container to support dissemination of other EDXL components, such as resource
messages, hospital availability information, or CAP payloads. It can underpin all forms of
information exchange in CIMS (including interoperability with other software), as it is
designed to carry any form of emergency-related data, and can serve as one of the standards
underpinning the Notification Management function of the CIMS framework described in the
previous section.

The Hospital AVailability Exchange Language (EDXL-HAVE) enables hospitals to exchange
information about their bed availability, status, services and capacity. EDXL-HAVE can
partially support the Situational Awareness function outlined previously — that is, it can be
used to support emergency logistics and resource-related decisions, but requesting specific
hospital resources is outside its scope. This is covered by EDXL Resource Messaging
(EDXL-RM), which aims to provide a comprehensive set of message formats for resource
management across all areas of the emergency sector. EDXL-RM provides a set of 16
message types for purposes such as requesting resources and responding to resource requests;
requisitioning and committing resources; offering unsolicited resources; requesting and
reporting resource deployment status; and releasing resources. Although the standard is
reasonably complex, it is comprehensive and will provide a good basis for the Resource
Management functionality of CIMS. Both EDXL-HAVE and EDXL-RM are expected to be
approved as OASIS standards in the first half of 2007.

Figure 3 shows the relationship between the EDXL and other interoperability standards in
terms of their roles for underlying communications, routing infrastructure, and incident-
specific information messages.

Information EDXL-RM | | EDXL-HAVE . CAP

Routing EDXL-DE

Communications SOAP | SMS RSS

Figure 3 — CIMS Interoperability Layers

These current and emerging standards are a good step in the right direction for
interoperability, but are far from covering the full scope of CIMS functionality. Further
standardisation efforts will be required to close the gaps. In addition to participating in the
development of OASIS specifications such as EDXL-RM, we have been developing
information models and XML formats for cyclone/hurricane warnings, tsunami warnings and
situation reports. Some of this work is described in our earlier publications (Iannella, 2006;
Iannella and Robinson, 2006; Sun et al., 2006).
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CAIRNS: A CIMS Architecture

Because CIMS systems come under heaviest load when a disaster occurs, they have to operate
in challenging external conditions. Network connections might be intermittent, network nodes
have to be able to join and disconnect at will, and information has to be accessible to end user
terminals with limited resources, such as PDAs and mobile phones.

CAIRNS (Cooperative Alert Information and Resource Notification System) is a
demonstrator of technologies that can be used to construct a resilient, fault-tolerant CIMS
architecture. Currently, CAIRNS is focussed towards an interoperable architecture for
incident notification.

On the most basic level, CAIRNS is a collection of independent nodes that can join and drop
out of the network at will (see Figure 4). Messages between nodes are passed using peer-to-
peer (P2P) technologies similar to those used in file sharing networks. There is no central
node, which means there is no single point of failure that would bring the whole system
down. Each node caches the messages it receives and is able to forward them even if the
original sender can no longer be reached. A message is purged from the cache when an update
arrives or its expiration time is reached.

Interoperability with other systems is achieved by using a standards-based message format.
CAIRNS message traffic is based on SOAP, a standard protocol for exchanging XML-based
messages over networks. Each node acts both as a SOAP server and a SOAP client, so that
any node can initiate the message transfer without the need to poll. Routing information is
attached to the message using EDXL-DE.

Subscribe Delivery

CAIRNS Client

Publish Subscribe

CAIRNS
Node

CAIRNS Client CAIRNS Client

Deliver

Figure 4 — CAIRNS Architecture

End users can connect to a CAIRNS node with a standalone client or through a Web interface.
Each user registers their interest in a particular type of message by specifying subscriptions
containing rules such as type of incident, geospatial area affected, sender role, severity and so
on. Whenever a new message matching the subscription arrives, the user will get a
notification by appropriate gateways to delivery mechanisms (eg SMS, email, SOAP) which
can be selected according to rules such as "if it's past Spm, | want a brief summary by SMS,
otherwise send the full message by email". The messages can contain information about the
intended recipient roles, so that fire incidents will be relayed to all users with the "fire chief"
role specified in their profile even without a matching subscription. By specifying roles
instead of specific email addresses, the messages will reach the appropriate persons regardless
of their actual identities.

All the information available through CAIRNS is provided by Publishers. At the most basic
level, their role is to receive information through other channels (for instance, an ocean buoy
that transmits sea level data) and transform it into CAIRNS messages. In practice, a Publisher
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amalgamates information from different external sources and publishes conclusions based on

this data (eg a Tsunami warning). Subscribers are directly connected to the CAIRNS network

and can access information either by subscribing or through direct queries. Consumers receive

CAIRNS information through one-way gateways that transform CAIRNS messages to a

format more suited to the distribution channel. An example of a Consumer could be a member

of the general public who receives a tsunami warning as an SMS cell broadcast to his or her
mobile phone, or an Emergency Manager responsible for evacuating people.

The next phase of CAIRNS is to extend the architecture to support Resource Management
functions from the CIMS Framework utilising the EDXL-RM standard for interoperability.
This will also test a number of the related CIMS Framework functions, such as Notification
(for routing message) and Situational Awareness (show me the current locations of my
resources).

Conclusion

We have presented findings on evaluating the functional requirements for CIMS and
developed an initial framework. This has highlighted the key requirement of interoperability
for CIMS to enable collaborative sharing of critical information. Our CAIRNS demonstrator
is the first step in realising this CIMS framework and technical interoperability architectures.

There is no doubt that information is critical during catastrophic disasters. The emergency
sector is now moving towards common CIMS solutions as a result of recent major disasters
that have highlighted ongoing challenges across the community. As the community works
towards addressing these challenges with CIMS, we need common tools, frameworks, and
terminologies for consistency and interoperability.
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Abstract

The life cycle of an emergency incident consists of three stages: before, during and after the
incident. Therefore, incident response may well differ during these three stages. Generally,
actions required before incidents are related to preparation and prevention; actions required
during incidents are to do with responding to the incident; actions required after incidents are
to do with recovering from the incident and analyzing what has happened. However, to
achieve quick responses, communication and information management is crucial throughout
these three stages. This paper explores how an Emergency Information Management System
can facilitate response to natural or man-made disasters before, during, and after incidents. An
overview requirement analysis will be described. Information required by the first responders
will be analyzed to find out what types of data the Emergency Information Management
System should manage to assist first responders, what actions the system should take to
process the data, and how the system should present information to end-users before, during,
and after incidents. The findings demonstrated that the system should run regular diagnostics
before incidents, monitoring real-time hazard conditions during incidents, and add incident
record after it for future references. Subsequently, an Emergency Information Management
System model is proposed as a possible solution to meet the previous requirement analysis, in
which the necessary functional components of the system and their relationship between each
other will be discussed. The particular benefits and possible tradeoffs in system design of the
proposed Emergency Information Management System are discussed. Future work is
highlighted in the conclusions.

" Prof. Shuang-Hua Yang, Computer Science Department, FK03 Holywell Park, Loughborough
University, Loughborough, LE11 3TU England Tel: +44 (0)1509 635670 e-mail: s.h.yang@]lboro.ac.uk
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1. Introduction

In the modern world, successful emergency response not only demands effective management
and command, coordination and cooperation from different responding crews, but also
requires substantial support from technologies. Effective management and command is
essential for all types of emergencies - it could lead to better usage of available resources,
more immediate response and less loss of life or property. Coordination and communication
is particularly important for large-scale incidents. For example, a single building fire may
only require response from the local fire fighting crew, whereas a fire with increased scale
and duration demands the coordinated efforts of search & rescue, medical and transportation
teams throughout a region. Emergency response has received particular attention from
researchers worldwide in the recent years, and a number of advanced technologies such as
remote sensing, GIS, incident modelling and simulation, fuzzy logic and reasoning, and
fusion theories have been applied to assist emergency responses.

Researchers have developed new ways of responding to emergencies using computer and
communications technologies to support the emergency response management team, e.g.
cascading web map services and GIS web services for Emergency Response Management
(ERM)(Vasardani and Flewelling 2005), and remote sensing (Hutton and Melihen 2006). An
architectural proposal for Future Wireless Emergency Response Networks with Broadband
Services has also been suggested (Hinton, 2005). However, they showed little consideration
of the different actions the system should take at different incident stages. The life cycle of an
incident consists of three stages: before, during and after an incident. Therefore, a successful
emergency response management must take this into account and enable different actions to
be taken at different incident stages. “Successful emergency management requires
comprehensive emergency planning and preparedness before an effective response to the
inevitable disaster can be implemented”(Tufekci and Wallace 1998). During the incident,
effective response means: (1) immediate warnings generated at the early stage, following by
(2) quick actions taken to control the development of the incident. ERM does not end when
the incident ends, post-event analysis and recovery is important as well. As Cutter said, “An
emergency response cycle includes rescue and relief actions immediately following an event,
and long-term stages of recovery and preparedness for the next unexpected event”(Cutter
2003).

Irrespective of pre-event planning or on-event response or post-event analysis, data and
information are important throughout all the 3 incident stages. “In the absence of data and
information, emergency response is simply well-intended guesswork that will most likely
result in significant loss of human life”(Erickson, 1999). Therefore, good information
management can facilitate effective emergency response. A typical emergency response
system contains 3 layers: information source layer, Emergency Information Management
System (EIMS) layer, and a command and control system layer. Kyng stated one of the
challenges in Designing Interactive Systems for Emergency Response is “system changes
with every situation and even with specific situations unfold” (Kyng, 2006). Therefore,
without quick and reliable real-time data retrieval, and a large amount of historical data
collection, the decisions made by the ERM team are likely to be not timely or optimum.
Based on all the available data, the EIMS could analyze the situation, generate risk
assessments, and provide decision support to the ERM team. Finally, an efficient command
and control system is required to execute the response plans. This paper mainly focuses on the
requirements and design of EIMS in the middle layer — that which sits between the
information source layer, and the command and control layer.

The paper is structured as follows. Section 2 introduces the user-centred design approach that
we adopted, particularly the goal-driven method and incident-stages-focused method that lie
behind our design process. Section 3 describes the requirement analysis in detail and
summarizes the findings from it. Our proposed EIMS architecture is presented in Section 4.
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Section 5 analyzes the benefits and potential drawbacks of this proposed system. Section 6
concludes by discussing current findings and future work.
2. User-centred design approach

Our work is based on a User-centred Design approach, including fieldwork, scenario mock-
ups and architecture prototype design. A goal-driven method is adopted during the
requirement analysis process and we focus particularly on scenarios at each different incident
stage.

Domain review
The following were undertaken to better understand emergency response:

e literature review on emergency response domain, technology-facilitated emergency
response methods or systems in particular

e study of real examples of incident command systems
e review of completed and on-going projects relevant to emergency response
Fieldworks

In addition, a number of field visits were carried out with different emergency response teams
to study:

e features and common issues with emergency response
e similarities among different emergency response teams
¢ technologies used in current emergency response systems and relevant issues

e user needs and possibilities for improvements from the emergency response
professionals’ point of view

Requirement Analysis

To understand and specify the end user’s requirements is the first step of a user-centred
design approach.

A goal-driven method was adopted to break down the major operational goals of incident
commanders into sub goals, which require different decisions to be made. These decisions
require certain information which in turn requires data to be collected and processed. Starting
from the incident commander’s goals, this method of analysis gave us better understanding of
what data the EIMS is required to manage.

An incident-stages-focused method was also used to carry out our requirement analysis.
Different actions that the EIMS is required to take before, during and after incidents are
addressed. These hierarchical breakdowns are discussed in detail in Section 3.

Scenario and prototype

On the basis of what data is required to be managed and what actions the system should take
before, during and after incidents, we developed a prototype architecture of EIMS.
Components that constitute the system and their relationships between each other are
described in Section 4.

3. Requirement analysis

The most crucial requirement of an Emergency Information Management System is to
provide the right information in the right format at the right time. This would typically mean
providing this capability to the emergency commander since they would be in overall
command of the incident. Typical goals of the emergency commander (in approximate
priority) would be to: save life; prevent escalation of the disaster; relieve suffering; safeguard
the environment; protect property; facilitate investigation/inquiry; and restore normality as
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soon as possible (Hill and Long, 2001). We use a goal-driven method to analyze what
information and actions are needed before, during and after an incident.

Before incident

The main goal before incident is to prepare for incidents and as far as possible to prevent
them occurring. The major goal can be broken into sub-goals, for example, in order to predict
potential incidents, which needs information about any abnormalities that can be monitored —
this therefore requires EIMS to generate reports on faulty parts and abnormal phenomena
detected during diagnosis. The full hierarchical breakdown of the requirement analysis before
incident is shown in Figure 1.

Major Goal,
preparedness and
presenting
Sub-goal; Sub-goal; Sub-goal;
make sure the incident m ake sure the system predict possikble
action plan iz runs sm oothly inciderts
up-to-date and practical
Inform stion needed; Inform ation needed: Irfarm ation needed:
any updates ar system running any abnarm al
cotrection ofthe status phenom enon of the
incident action plan tnanitaring ares
Actionz mqulmd Action= required: Actions required:
uzer inputsfzystem system runs system generate repart on
stores the most regular diagnozes faulty parts and abnotm &l
up-to-date incident action phenomena detected
plan during di agniozes

Figure 1. Requirements breakdown before an incident.

During incident

The major goal during an incident is a quick and effective response, including situation
assessment and efficient use of the available resources. Situation assessment can be further
broken down into incident identification and forward projection, which requires different
decisions to be made. For example the incident commander will have to identify the nature of
the incident, which demands information about incident occurrence and spread, and in turn
requires data such as temperature, smoke, etc at specific location and also requirements about
data accuracy and collecting frequency. As a result, actions that the system should take
consist of alarm generation, real-time monitoring of the incident, and making historical trend
diagram available on request. The full breakdown is shown in Figure 2.
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Figure 2. Requirements breakdown during an incident.

After incident

The major goal after an incident is to collate and deliver statistical information on the incident.
Post-incident recovery may require long-term work and the involvement of multiple agencies.
However, only the goal of analysis and post-event data is discussed here as shown in Figure 3
due to the focus on the goals and requirements relevant to an EIMS.

Major Foal,
analysiz and statistics

Imfiorm ation needed:
zize, duration, losz, fatalities,
injuries, cauzes of an incident

Actionz reguired:
uzerinputsfzystem stores the
statistical inforn stion of the incident

Figure 3. Requirements breakdown after an incident.

In summary, the requirement analysis demonstrated that:

e In order to prepare for emergency incidents, the system should run regular diagnostics
to ensure the system works normally.

e To prevent incidents, the system should attempt to predict possible incidents through
running regular diagnostics.

e To assist response to incidents that are occurring, the system should monitor real-time
hazard conditions and track responder location during incidents.

e To help post-event analysis, the system should record the incident’s nature, size,
duration, loss, fatalities, injuries, causes, after incidents for future reference and
response optimisation.
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4. System Architecture

As a result of the requirements analysis, we present our architecture design of EIMS in this
section.

Overall System Architecture

The structure of the EIMS is shown in Figure 4. The system consists of four main
components:

e Data receiving & processing

The bridge between the lower layer of information source network such as Wireless Sensor
Network and the middle layer of information management system.

e Data analysis

The core of the system, load and process the real-time data, integrate the result with pre-
stored data such as road map, floor plan to generate interactive incident monitoring or pre-
defined incident action plans to provide decision support.

e Data storage

Consisting of two types of databases, one is for dynamic real-time incident data, the other
contains a pre-planned knowledge base.

e Data presentation

The interface between users and the system. This displays the required information in the
right format at the appropriate level of detail.

. Emergency Information Management System (EIMS)

Data Analysis

. |Data - :
({{‘: | 2 peceiving &| | | Load |+ Data Mining|+{ ntegration [ orermation |-
o R g Presentation | .

fis==¢ . |Processing 3 :

End-User

Ceffitralized Database

Real-time Pre-planning
Database Knowledge Base

Figure 4. Diagram of Emergency Information System Architecture.

Before incident - System Diagnoses

There are two types of diagnoses, one is the self-diagnosis of the EIMS, the other is diagnosis
of the EIMS together with data source collecting equipment. The self-diagnosis of EIMS uses
a set of sample data as input, whilst the synthesized diagnosis receives actual data from data
collecting nodes as input. In both cases, the actual system output is checked against the
expected output to identify any abnormal situations. Further actions - either ignoring,
checking or response - can be decided by the incident commander based on the system report.
The flowchart is shown in Figure 5.
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Figure 5. System diagnoses flowchart.

During incident - Monitoring the incident

In the case of an incident, the sensors will wake up and start sending data out. The system
receives the current data and stores it in the real-time databases. The data analysis module
loads the data and processes it in different ways according to different purposes.

Take real time incident monitoring as an example, the data process module will behave as an
alarm filter, decide if it’s a false alarm based on rule system or fuzzy logic, generate an alarm
if it’s a real one, and generate a report if it’s likely to be a false one. It should allow the user
(e.g. a supervisor) to assess the detailed situation to double check the judgement if they want.
This may involved cross-checking alarm data with CCTV images or similar. The data mining
and integration module carries out a situation assessment, integrates the results with the floor
plan and facilities location, and makes it accessible from the monitoring interface, as shown
in Figure 6.

receving

alarm filter

5 7
false alarm? : report generatian

=

situation assessment
alarm

: flaor plan
feneration p

integrate facility location

incident situation monitaring

Figure 6. Real-time data monitoring flowchart.
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If the system aims to provide risk assessment for the emergency commander, in this case, the

data process module will assess the data collected, integrate the results with pre-defined risk
levels, and output the location and levels of risks.

If the system is to provide decision support for the emergency commander, it will report all
aspects of information that is associated with the decision making, including situation
assessment, real-time incident monitoring, location tracking, risk assessment, predefined
response levels and associated incident action plans, etc.

After incident — add incident record

The task of EIMS in this stage is a simple but important database interaction with incident
commanders. The incident commander fills in a post-event analysis form after an incident has
been dealt with. The content should include the following information: Extent, Duration, Loss,
Fatalities, Injuries, Causes, Emergency level, Actions taken, and any suggestions on
amending the existing emergency plan. Some information such as duration of the incident
could be filled in automatically by the system, whilst the rest has to be entered manually. This
information will be added to the knowledge base for future statistics and integration purposes.

post-event analysis form store knowledge base

Figure 7. Add post-event record flowchart.

5. Discussion
Benefits
e Quicker Emergency Response

A nature of Emergency response is that there is often very limited and lack of information
during the early stage of the incident. Traditional way of getting information is by
communicating with personnel on the incident ground, however, the situation seen and felt is
not reliable. The EIMS facilitates emergency response at different incident stages. A lot of
technologies lie behind the abstract structure of the system, e. g. data mining technology to
analyze the large amount of raw data, fuzzy logic and technology to reduce false alarms,
interactive design technology to design user interface with better usability.

e Flexible application

The architecture is at a relatively abstract level, but it can be flexibly applied to different
applications. Base on this architecture, depending on different further break down of data
processing and data mining according to the context, we can develop risk assessment systems,
decision support systems, historical statistics or an integrated multi-purposes emergency
response support system. Depending on different contexts of use, it could be an integrated
multi-purpose information management system located in an emergency control centre with
more resources available, or a compact and efficient single purpose application installed on
site, or a web-based service which allow access from mobile devices.

Trade-offs

There are some trade-offs which should be taken into consideration when designing such an
EIMS.

e Diagnoses frequency/system cost trade-off

Our research has demonstrated that the system should run regular diagnostics before the
incident, but running diagnostics too often could be a waste of time and system resources. In
the case of running synthesized diagnoses with a wireless sensor network as bottom layer, too
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frequent diagnostics might cause the sensors to run out of battery power, thus causing them to
be inoperative.

e  Quicker response/reducing false alarms trade-off

The EIMS aims to facilitate quicker response to emergencies; however, higher sensitivity may
cause a higher rate of false alarms. The quicker way is to generate alarm on receiving of any
data out of normal expectation without filtering, but these alarms might not be a symbol of
real incident. To filter and reduce the false alarms requires extra time and system resources
consumption, for example the activation of two separate sensors before an alarm condition is
notified. This is a trade-off to be taken into account during the early stage of an incident.

e Historical trend/running cost trade-off

Another consideration is that during an incident, a historical trend diagram showing the
situation from the beginning of an incident could help operators to understand the incident
situation and predict what happen next. However, if the incident situation changes rapidly
over time, to maintain a trend diagram could result in enormous amount of data storage space
and data analysis time.

e Automatic suggestion/manual decision trade-off

Computer-assisted risk analysis and decision support based on reliable data sources and
efficient data mining could help the incident commander to judge the situation and quickly
issue the control commands. As described by Danielsson (1998), the key to incident
command is the quick implementation of a fast strategic response. However, the suggestions
made by the system may not be appropriate to the specific situation. Therefore, such a system
should not over-automatic their response: the original information that is used to generate risk
analysis/decision support results should be available to enable the incident commanders to
make their own decisions if they wish so.

6. Conclusions

The idea presented in this paper is general but could be applied to any emergency, whether
natural or man-made disaster. The system could be tailored for different purposes, from a
simple monitoring system to a complex decision support system.

In this paper, we have proposed an EIMS architecture which facilitates emergency response
before, during and after an incident. Requirements analysis and overall system structure
design have been discussed, potential benefits and design trade-offs of the system have been
highlighted. The findings demonstrated that: (1) in order to prepare for emergency incidents,
the system should run regular diagnoses to ensure the system works normally; (2) to prevent
incidents, the system should attempt to predict possible incidents through running regular
diagnostic checks (3) to assist responses to incidents that are occurring, the system should
monitor real-time hazard conditions and track responder location during incidents; (4) to help
post-event analysis, the system should record the incident’s nature, extent, duration, damage,
fatalities, injuries, and causes after incidents for future reference.

On the basis of the work done so far, future research can be carried out to review different
technological possibilities and undertake detailed design and implementation of the EIMS.
This can lead to small-scale demonstration and experiments to prove the idea, followed by
research on specific issues and trade-offs, and investigation of security and robustness.
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Abstract

Since 1997 Avian Influenza (Al) infections in poultry have taken on new significance with
increasing numbers of cases involving bird-to-human transmission. Do increasing number of
human casualties who died due to confirmed infection with HSN1 HPAI viruses impose the
suspicion that the potential re-assortment of Al virus genes and the emergence of the new
pandemic Al virus generations in humans have already began? Is there some withdrawn
“minority report”? We are about to face the serious emergency to which no definitive remedy
has been offered yet. The next pandemic could put in questions the entire global security
system not to mention the mass casualties, chaos, and political, economic, and cultural
integrity, while simultaneously producing high psychological impact and government
instabilities. Al has also shed light on a very different danger: that of bio-terrorism and
organized crime.

By critical discussion regarding different possible ways to become infected with HPAI
viruses, we can’t ignore the view that immune system of the human population is
hypothetically completely incompetent; nevertheless, the members of Security/Armed Forces
we count on substantially in the case of pandemic are human beings.

The established Military educational programs were carefully analysed and we believe that
existing ones regarding biological agents and possible biological warfare should be upgraded.
There is undoubtedly no advantage in putting too much emphasis on the possibility of
accidental/intentional introduction of the communicable diseases, nor from highlighting
vulnerabilities. Although, there is a need if not necessity for authorities to do more to educate
the Military and Police Forces through extra-specialized programs at the university as well as
at the postgraduate level regarding CBRN- defence. Such educational policy is immensely
important for Security/Armed Forces to be fully capable to predict and to protect themselves
prior to course of action. Track telling are infections diseases being reason for 65-80 % of
soldier’s hospitalisation in recent wars and military conflicts. Finally, there are also direct
international benefits if the government is providing accurate education and timely respond to
the threat that Al and other biological agents posed to the global community.
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Introduction

1.1 Avian Influenza

By now, the threat of Avian Influenza (Al) has partially receded from the headlines. But the
danger posed by the disease remains very real and experts agree that if human-to-human
transitions occur, millions of people will die and global economy could dip into recession. It
is well known that occasionally devastating pandemic occur in human. Relevant literature
data reports that in 20™ Century the sudden emergence of antigenically different strains
transmissible in humans, termed antigenic shift, has occurred on four occasions, 1918
(HIN1), 1957 (H2N2), 1968 (H3N2) and 1976 (H1N1), each time resulting in a pandemic (1).
Since first outbreak in Hong Kong in 1997, Al infections, so called “Bird Flu”, in poultry
have taken on new significance with increasing number of cases involving bird-to-human
transmission and the resulting clinically severe and fatal human infections. The presence of
endemic infections by H5N1 (highly-pathogenic-HP) viruses in poultry in several countries
indicates that these viruses will continue to contaminate the environment and will be an
exposure risk with human transmission and infection. However, the subsequent risk for
generating pandemic human strain is still unknown (2). In the light of reasonable threat and
the fact that the World Health Organization (WHO) pronounced that world is now closer to
another Influenza pandemic than at any time since 1968 pandemic (3), it must be remembered
that the true Influenza pandemics are unmistakable and may have catastrophic consequences.
Pandemics are the reality of time; the Influenza virus has segmented genome, which
undergoes continuous mutations and genetic re-assortments. Minor point mutation causing
smaller changes (antigenic drifts) enable viruses to evade immune recognition resulting in
repeated Influenza outbreaks during Inter-pandemic years. These pandemics are caused by the
most common subtypes of circulating viruses, in the community at that time. Currently,
circulating avian subtype H5N1 has high fatality rate and has spread to poultry animals in
number of countries. Any virus can cause pandemic if, (a) it has an ability to infect human
beings, (b) there is a vulnerable population without innate immunity and, (c) rapid efficient
person-to-person transmission occurs. H5SN1 has fulfilled the first two criteria and, any
genetic change in H5N1 enabling human-to-human transmission will lead to the pandemic of
Human Influenza. Human Influenza occurs all over the world with annual global attack rate
of 5 — 15% in adults and 20 — 30% in children. It is a self-limiting illness, lasting about a
week, characterized by mainly upper respiratory tract illness with symptoms like fever,
myalgia and headache. In chronically ill people infection sometimes causes death. Global
burden of Inter-pandemic Influenza is estimated around one billion episodes with 3,000,000 —
5,000,000 death annually (3). In the mean time the AI has reached the cross-species
transmission and there is a reasonable threat of sudden synergy of Al with seasonal Inter-
pandemic Influenza. For the human population as whole the main danger of direct infection
with Al appears to be if people infected with an ‘avian virus’ are infected simultaneously with
‘human influenza virus’. In such circumstances re-assortment could occur with the potential
emergence of a virus fully capable of spread in the human population. Presumably this
represents a very rare coincidence, but one which could result in a true Influenza pandemic

(D.

The complete eradication of the disease is absolutely impossible because the natural
reservoirs (aquatic birds and shorebirds, originally found in ducks) of the AI viruses are
constantly present. In the case of illness in wild birds especially in wild ducks the mild
clinical course is mostly expected, although fatal outcome is not a rarity. In opposite almost
100 % mortality in 24 hours after infection with Al viruses is expected in domestic and
commercial poultry (1,2,4). In between the Al exceeded the national boundaries and became a
trans-national and global threat where natural reservoirs are no longer the major problem.
Thousands of people must have been directly exposed to poultry infected with the Asian
HS5NI1 viruses, relatively few become clinically ill and died (1). Do recent human casualties
where all the members of the families died due to confirmed infection with HSN1 HPAI
viruses pose the very new and threat-full suspicion that the potential re-assortment of Al virus
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genes and the emergence of the new pandemic Al virus generations in humans has already
began? Is there some withdrawn “minority report™?

We are facing serious threat to which no effective remedy has been offered yet. Symptoms of
infection are: increased body temperature, cough, laryngeal pain and breathing difficulties.
The incubation period takes 7 - 10 days. The manifestation of mentioned clinical signs and
symptoms in this period of time requires immediate clinical intervention. In many patients
obvious clinical symptoms of Al are detectable after much shorter incubation period (1 - 3
days) (4,5). Mild form has various time of duration where body temperature decreases in a
week, and cough in several weeks. The fatal form of Al results mainly in pneumonia
characterized by fatal outcome in a few hours (4,5).

The active members of Security/Armed Forces we count on substantially in the case of future
pandemic are human beings. Possible future pandemic could completely paralyse the global
society. Such incidence could put in question the entire global intelligence and security
system not to mention the mass casualties, chaos, and political, economic and cultural
integrity. The human resources could be seriously reduced and we can’t exclude the potential
losses in the Security/Armed Forces as well.

Nevertheless, the health of livestock today is probably the best it has ever been, so as we learn
to better manage that health, we must not lose our skills in managing disease in a world where
mistakes are ever more costly (6). Therefore, it is of great importance for government services
to evolve the potential nature of the threat and vulnerabilities associated with biological
disasters with animal origin and demonstrate its capacity to manage this type of “normal”
(accidental) event (7). When developing and performing the successful defence strategies in
“normal” (accidental) outbreak of the disease, public will have increased confidence that they
will also be able to handle the “abnormal” (intentional) event.

Theory

2.1 Avian Influenza: a boon for terrorists and organized crime?

At the 28" World Veterinary Congress in 2006 eloquent fears and warnings has been
expressed regarding the intentional introduction of biological agents (5). It is no longer a
puzzle that Al represents a substantial fear regarding the intentional introduction by bio-
terrorists. Using the available scientific facts about the disease and simultaneously conducting
the virtual scenario of possible biological warfare, it is very obvious that Al has ambiguous
character. Meaning, there is a thin line between accidental and possible intentional
introduction of the disease among commercial poultry and human population.

We believe that Al has some intimidating properties which disaster/emergency management
should take into a serious consideration. Since 1997, the fatal disease has “silently” exceeded
the national boundaries and became a global threat. We presume that devastating
consequences caused by potentially pandemic Al are comparable to those caused by the
phenomenon of terrorism. Though, even if we fortunately manage to avoid a human pandemic
in 2007, the lack of coordination in response to this global threat should be the reason for
serious concern. Without good government planning and proper oversight pandemic disease
like Al could become a boon for terrorists and organized crime syndicates alike. In fact, the
upsurge in organized crime experienced by Southeast Europe last year was directly
attributable mostly to the region’s failure to a coordinated policy for Tamiflu. Many people
considered the drug as a remedy so demand has increased exponentially as soon as the Al
scare engulfed Europe. But the availability of the drug and its price, remained unregulated on
the pan-European level. And with high demand low and uncontrolled supply, the opportunity
to make extra cash by smuggling the drug across borders was soon seized upon by trans-
Balkan criminal networks. The outcomes were predictable; available on the Belgrade market
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for 45 Euro apiece, the drug came to be sold in Italy and other EU members for over 100 Euro
per unit. The Al has also turned out to be a boon to the counterfeiting business. With demand
for Tamiflu outpacing production, counterfeits-called “Tamiflu candies”- have flooded
regional markets. This is much more than just a criminal nuisance; it is also a serious
impediment to governmental response at the pan-European level. As countries begin to
formulate defences against the Al, they will be forced to grapple with counterfeit “medicine”
sold at cut-price and, worse still, with false sense of security among those who have already
purchased what they believe to be the cure.

In order to wed out the organized crime and terrorism from this field, governments should
make some changes to their approach. First, people need to be better acquainted with the
Tamiflu drug, particularly with the fact that it may not be one-stop remedy. Second, there is a
need to better regulate the drug’s availability and pricing. As long as the alert for Al remains
high, each government should coordinate to keep price of Tamiflu and other remedial drugs
more or less the same. By eliminating price differences between national markets of close
proximity and having strategic stockpiling control over Tamiflu, it is possible to decrease the
incentives for criminal and terrorists group to trade Tamiflu on the back market. Third, this
could be the right moment to consider making a generic version of Tamiflu. This might be a
move that would knock down the price of the drug and make it widely available, particularly
in regions classified as high risk.

Not least, there is a high need to better guard against terrorists using the type A virus against
commercial targets. Because Al is typically found in birds, commercial poultry is particularly
vulnerable. Poultry consumption has already dropped drastically and this is just a foretaste of
what is to come if terrorists exploit this makeshift bio-weapon.

There is another critical point governments should be aware of. Changes in trade and travel
mean that unless a new model is developed for disease prevention, there is a real possibility
that trans-boundary animal diseases, including Al, will become increasingly difficult to
control. The traditional government approach of dealing almost exclusively with the
commercial sector of the livestock industry is no longer sufficient (8). All groups
(stakeholders), including “Grey husbandry” must be involved in decision-making and disease
control. Namely, the “Grey husbandry” possesses the involvements with animals that could
range from the legal to the unsanctioned and/or illegal. The importance of these “grey areas”
increased in recent outbreak of Al among commercial poultry in the United Kingdom (UK)
and Hungary. Synopsis of main recommendation intended for use in the UK and elsewhere in
the event that the WHO declares that Al pandemic has started (9) are highly precise and
“living documents”. Without mutual transparency in reporting of cases and high-level global
political leadership we can loose control over disease we currently believe that we actually
have.

Moreover, there is another dilemma; are we actually competent to control the possible
pathways of the disease regarding daily international migration from/to those regions
classified as high risk? Who can predict possible number of the infected passengers without
any clinical signs of the disease (incubation period)? Who can predict and prevent such
incidence and recommend quarantine regime without violating the human rights of potentially
infected persons within the incubation period although human-to-human transmission remains
question mark? There are so many additional issues i.e. In Vivo re-assortment experiments
(reverse genetics etc.), we have to think about and the only certainty is that there are no
certainties, and time is running out.

Finally, even if science fails there are reasonable chances that we can control the spread of Al
if there is a strategy in place that allows us increased surveillance over civilian air travel,
livestock trade, and gives us the means to better protect key economic sector from terrorists
attack.
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2.2 Avian Influenza: awareness and education

The recent literature data reveal that the scientific expertise among terror groups is very
variable, although some members have backgrounds in medicine, microbiology, chemistry
up to and including the PhD level. A high degree of education in terror groups aligned with
Global Salafi Jihad movement led by Al-Qaeda is perceived. Namely, over 60% of
membership had at least some university education (7). Furthermore, what terrorists can’t
obtain by formal and traditional educational programs can too often be obtained through
online educational services or through national and international conferences!? It is obvious
that we are facing well educated “holly warriors”. Do we possess well- educated “cavalry” to
fight against?

The importance of survivability and Force Protection (FP) is an essential operating capability.
It is a fundamental military principle that all military units must be able to protect themselves.
FP is, therefore, a basic duty of all NATO military personnel (10). Joint operation requires an
attitude of mind, a culture, by which servicemen and women at all levels are encouraged to
develop a sense of interdependence, mutual respect and trust. This is enhanced through
increased knowledge and appreciation of each service’s capabilities, requirements and
sensitivities (11). In order to accomplish such course of action, we believe that knowledge
alone is not good enough, though; the knowledge is a starting point from which the education
processes begin. The combination of a lot of knowledge and a lot of one-sidedness has proved
to tend to be very dangerous. Interdisciplinary and intra-disciplinary cooperation is necessity
in order to avoid simplification and changing the values tend to be definitive and of
significant or even vital importance.

Chemical, Biological, Radiological and Nuclear defence (CBRN) is advanced guard for
ultimate FP. Throughout history; infections diseases contracted naturally have had a
significant impact on military operations. The intentional dissemination of disease adds a new
dimension to threats that are posed by infectious and toxic agents traditionally transmitted
only by natural routes. Biological weapons (BW) are unique in their potential ability to inflict
large number of casualties over a wide area with minimal logistical requirements and by
means that can be virtually untraceable (12). The global community remains highly
vulnerable to the strategic, tactical, and terrorist use of BW. BW is priority call because the
full impact of BW attack may take days or weeks to develop. We can only presume how
vulnerable stationed and especially deployed Security/Armed Forces actually are. Al and
other biological agents can proclaim biological warfare as an inevitable, unavoidable pending
catastrophe. In the light of such philosophy, the established Military educational programs
were carefully analysed and we strongly believe that existing education regarding biological
agents and possible biological warfare should be upgraded. We are talking about special
knowledge and specialized educational programs that could provide better introduction and
understanding of the threat posed by Al (and other biological agents) to each member of the
Security/Armed Forces including Police Forces where no such established educational
program can be found. There is a strong need for advanced education among Security/Armed
Forces in order to increase and to maintain their operational capability in the case of
pandemic and other biological disaster of animal origin.
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Discussion

For now the Al receded from the headlines. But pandemics are the reality of time. The vast
majority of the problem remains the fast spreading of the disease among commercial poultry
world wide and increasing number of human casualties along with notoriety of the virus for
highly frequent genetic re-assortment, which might empower H5N1 to initiate the next human
pandemic. The human Influenza caused by H5N1 subtype of the virus has high case fatality of
54 % (3). Al already daily affects pre- and post-harvests both carrying the risk of economic
devastation and thus social and political repercussions locally, regionally, nationally and
trans-nationally. This could be expected due to globalisation and vertical integration of many
industries where any direct interruption in just one part will have immediate impacts on many
others. After all, by holistic observation of possible next human pandemic we can’t ignore the
nowadays nearly catastrophic climate changes tend to bring more and more uncertainties. It is
well known that the devastating circle of the different communicable diseases usually finds its
closure in the natural disasters. Dangerous communicable diseases (including Al) are frequent
or may even become the inevitable side effects of the havocs. In addition the recent literature
data report: “During recent wars and military conflicts soldiers were hospitalized because of:

- Battle injuries: 5 - 25 %

- Non-battle injuries: 5 —10 %

- Infectious diseases: 65 — 80 % (13).

Once again, the members of the Security/Armed forces we count on substantially in the case
of pandemic are human beings. So our topic question: “Who will protect the Security/Armed
Forces in the case of pandemic?” is no longer groundless concern. There is undoubtedly no
advantage in putting too much emphasis on the possibility of accidental/intentional
introduction of the communicable diseases (i.e. Al), nor from highlighting vulnerabilities.
However, in our experience the possible weak point of Security/Armed Force is its limitation
in a certain level of educational process. Careful revision of the established Military
educational programmes regarding CBRN/E- defence calls for an immediate superstructure.
Indeed, where is the synergy between the threat of the next human pandemic or other
biological disasters and the Military educational programmes? The answer is importance of
survivability. In order to carry out this essential duty, we have to start with definition of
knowledge-based Security/Armed Forces. Such definition is eloquently supported by NATO
Standards for Proficiency for CBRN- defence (14) and The Strategic Vision: The Military
Challenge by NATO’s Strategic Commanders, which both requires a highly educated and
trained Force as essential to operate in complex environments (15). The targeted education
regarding CBRN- defence is crucial in order to possess the national Security/Armed forces as
a “cavalry” in the situation of crisis (pandemic).

There is a strong need if not necessity for authorities to do much more to educate the Military
and Police Forces through extra specialized programs at the university as well as at the
postgraduate level regarding CBRN-defence. Such educational policy is immensely important
for Security/Armed Forces to be fully capable to predict and to protect themselves prior to
course of action, where affected, terrified, and panicked civilian population needs the ultimate
protection. We competently presume that advanced specialized education is the most reliable
sentinel and counterterrorism tool for Security/Armed Forces in order to maintain its
capability and be able to accomplish its mission in the case of pandemic or/and other
disasters. Lack of knowledge and negligence to educational impact is the highest jeopardy to
establish and especially to maintain the sustainable Force protection. There are also direct
international benefits if the government is providing accurate education and timely respond to
the threat that Al and other biological agents posed to the global community.

To summarize our approach to possible Al pandemic by highlighting Military education, we

would rather delegate this sensitive and delicate issue to the highest authorities in covering
field’s i.e. civilian universities, to present this dilemma to wider audience in a brighter way.
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Can we possibly imagine what pictures of us our opponents on political and religious filed
actually do have? Shall they continue their education while we are still discussing about....
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Abstract

Survival and recovery of businesses from Pandemic Influenza will depend primarily on their
planning efforts and ability to continue operations during the disaster. One suggested method
of optimizing employee wellness and continued participation at work is through use of
Tamiflu and other antivirals to maintain the workforce.

In recent months, there has been an increased emphasis by businesses to stockpile certain
pharmaceutical items and personal protective equipment (PPE). One of the most contentious
areas of stockpiling is the specter, and growing reality, of hoarding Tamiflu. Many large
international corporations have spent millions of dollars stockpiling antiviral agents in the
hope of maintaining their workforce and aiding in recovery following Pandemic Influenza.
Preliminary data has indicated that over 40% of larger corporations are stockpiling Tamiflu
for their employees. This raises issues of antiviral effectiveness, availability (and ethics of
prescription patterns), cost, misuse, safety, and product liability.

Our paper will address three areas of concern: Potential effect of antiviral stockpiling on
survival and recovery of the business sector, ethical issues in stockpiling of drugs by various
sectors, and the potential effectiveness of antiviral agents as compared to social distancing
procedures. Concrete suggestions and guidelines will be provided in how to best address the
issues of stockpiling in the face of an Influenza Pandemic.

Introduction

The specter of Pandemic Influenza continues to place all sectors of our society in confusion as
related to issues of stockpiling potentially needed supplies, and how to handle rationing of
care and medicines/vaccines should the worst materialize.  Visions of the 1918-1919
pandemic that wiped out hundreds of thousands of Americans, and millions of our young and
vigorous populations worldwide haunt us. These decisions directly impact the ability of
businesses to recover following a major disaster of this type. All those in Emergency
Management are being forced to face these issues, along with shortages in workforce,
continuity of operations planning, quarantine and isolation, protection of our medical facilities
and other critical infrastructure issues. It is estimated that 20% of companies will suffer fire,
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flood, power failures, terrorism, or hardware/software disasters. Of businesses suffering a

disaster, 43% will never recover sufficiently to reopen their business, and of those that do

open, only 29% are still open 2 years later (Deloitte Center for Health Solutions, 2006). This

is, in large part, because of their lack of planning and preparation. This purpose of this paper

is to specifically address the issues surrounding potential stockpiling of antiviral agents by the

business sector as a mechanism of maintaining business continuity and minimizing recovery
time following Pandemic Influenza.

Background and Thesis

Great controversy still rages concerning the appropriate steps to be taken by businesses in
preparation for the dreaded Pandemic Influenza. Avian Influenza is continuing its march
across the globe, although it has yet to be definitively identified as reaching the United States.
Great effort and extensive resources have been spent in preparing ourselves for this
likelihood. Much has been learned from observing how other nations, especially the United
Kingdom, have dealt with this reality in recent weeks (Grey, 2007; Revill, 2007; Shaikh,
2007; Elliott, 2007). Whether or not the H5N1 strain transforms into the pandemic form
remains to be seen. However, as long as this particular virus continues to infect hundreds of
thousands of domestic birds, as well as the wild bird populations, potential for pandemic still
exists and continues to grow.

We have all been inundated by health education and mailings from public health professionals
in our nation focusing on the need to become prepared for Pandemic Influenza. The amount
of information pertaining to how to prepare ourselves has been overwhelming until many
residents are no longer interested in listening. Home preparedness kits are marketed and sold,
and bogus remedies continue to be sold over the internet as we try to become better prepared.
We are all becoming more aware of what types of actions may be necessary to help our
families and loved ones survive. We look to the government and our employers to provide
guidance, education, protection, and a safe workplace in which to thrive.

There has been great emphasis on our governmental and public health structures to stockpile
antiviral agents, specifically Tamiflu, in order to treat members of our critical infrastructure
and first responders should the pandemic occur. Their interest is in the continuation of our
critical services in order to provide viability of our medical system and the security necessary
should the socials underpinnings of our society be disturbed. Stockpiling of antivirals for
protection of our residents is, in fact, government’s responsibility and would seem to be an
appropriate use of funds. However, it must be noted that these stockpiles are only for
treatment, not prophylaxis or protection of others who are uninfected.

Prevention is a separate, and much more daunting, consideration. Antiviral agents are not
vaccines, any more than antibiotics are. Antiviral medications can theoretically help prevent
one from acquiring the infection, but only for the duration of time that the medicine is
actually taken. One course of Tamiflu is 5 days long, a very short period indeed when one
considers that each wave of Pandemic Influenza would likely be months in duration, and that
there may be many waves. Some more recent recommendations call for prophylaxis for
up to eight weeks.
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The Dark Side of Pandemic Influenza for Businesses

It is anticipated that Pandemic Influenza would hit in several waves of from 2 — 12 weeks in
duration. The peak of each wave could last for 4 weeks, with up to 50% absenteeism of
employees at all levels. Both supply chains and customers would also be affected, disrupting
the entire business operation. Existence of a Continuity of Operations Plan is essential for
survival, and must identify succession of operational leadership, business critical staff,
business critical suppliers, and detailed recovery instructions.

Both the World Health Organization (WHO) and the Centers for Disease Control and
Prevention (CDC) continue to closely monitor the movement of HSN1 Avian Influenza, as
well as the human cases and corresponding threat of an influenza pandemic. Numbers
released from the WHO indicated that there have now been 274 cases of Influenza A/(H5N1)
reported and a total of 167 deaths. This corresponds to mortality rate of 61%. Recent events
in the United Kingdom have demonstrated the continued movement of avian influenza, where
bird flu was reported February 3, 2007 at the Bernard Matthews turkey farm and plant in
Suffolk (Shaikh, 2007). Ultimately, over 160,000 turkeys were destroyed (Smith, 2007). The
social disruption such an event is capable of causing is immense. Since the infection was
identified, there have been issues of “virus cover-ups”, hygiene lapses at the turkey farm,
possible prosecution of the owner of the turkey plant, connections to bird flu discovered at a
goose farm in the eastern Csongrad region of Hungary in January, concern over the response
of Department for Environment, Food, and Rural Affairs (DEFRA), and concerns over
preparedness of the nation, including stockpiling of antivirals and vaccines. Although it
would be easy to say that such situations could never happen in the United States, the stark
reality is that they can, and have in the past with other infectious agents.

It is apparent that although avian influenza and the potential for pandemic influenza have
moved to the back pages in the popular press, those in public health and emergency response
continue their relentless preparation for this and other potential infectious disease menaces.

Sources of Information and Findings

Effectiveness of Stockpiling Tamiflu in Survival and Recovery of Businesses to Pandemic
Influenza.

Obviously there is no “correct” answer to this question, since we have never faced this
situation in the past. Issues of societal preparedness continue to be subjects of discussion and
disagreement. One area of controversy has been the place of antiviral agents in our regimen
of weapons against the potential devastation of pandemic influenza. There are those who
believe that with massive, rapid administration of antivirals to local areas with Pan Flu
outbreaks, the Pandemic could be averted, or at least significantly diminished (Germann et al.,
2006). Longini et al (2004) used a modeling system to demonstrate that if 80% of exposed
persons maintained prophylaxis for 8 weeks, the epidemic could be maintained. One has to
keep in mind that the normal dose pack of Tamiflu covers only a five day time period,
although some regimens exist calling for up to 8 weeks of antiviral use. Others believe that
this is too optimistic and that pandemics of this sort cannot be stopped, only slowed
(Mackenzie, 2005). Of the basic four antiviral agents for use in this disease, there is
significant resistance to two, leaving only Relenza and Tamiflu as antiviral candidates. At
present, only Tamiflu is produced in tablet form. In 2005, the FDA extended its prophylaxis
protocol for Tamiflu to include children between 1 and 12 years of age. It should be noted
that there is no information concerning how effective this agent might be as a preventive
agent, and some early information indicates that large doses might be necessary for treatment
of the H5N1 strain. Antiviral agents are one of a number of measures that must be included
in any business continuity of operations plan. No one aspect of the plan will guarantee
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business survival. It is logical to believe that with an effective prophylactic antiviral agent

that is effective against the particular infecting virus, and available to all in a short period of

time, there would be significant reduction in mortality, and less business disruption.

However, there are many issues to be considered when deciding what is the right course of

action for any business. This is the classis risk vs benefit ratio when considering any course

of action. As with any treatment or preventive therapy, decisions regarding use must be made

on an individual risk versus benefit ratio, as well as placement of this modality in contrast to

all of the measures being taken as part of your Continuity of Operations plan. Potential
benefits and risks are:

Potential Benefits

» Protection of the workforce, or at least those identified as business critical, so that
business can continue (and survive) during a pandemic

» Creation of a caring community where staff will be safe when coming to work

» Access to the drug if needed

» Perception of safety in the work environment

Potential Issues/Problems

Distribution — who would you give it to and when?

Cost and availability — social equality issues?

Hoarding of supplies when there may be ill people who need treatment.

Who has the authority to actually dispense the medications

Would all employees (and family members) receive the medication or only those
selected by a Continuity of Operations Plan as critical staff?

Who would create a prioritization scheme for who gets the medication and how
would they do it?

Reports of possible serious mental health side effects involving children.

What is the shelf live of the drug? How often would you have to rotate stock and
who would have that responsibility?

Protection only for the 5 days the drug is taken.

How would you protect your supplies?

Does anyone have the right to commandeer business stockpiles in the face of a
national emergency?

» Would it be used for those infected, or as a prophylactic measure?

YV VVVVYVY

\ %

YV VY

Much emphasis has been placed on corporate preparedness in recent months as avian
influenza continues its movement toward the United States, and attitudes are changing. In the
2006 Deloitte Center for Health Solutions survey of large U.S. companies (Deloitte, 2006),
73% of those responding believed that pandemic flu represented a significant threat, up from
59% the year before. In 2006, 68% said they were very concerned, in contrast to the former
43%. Even though 73% had identified pandemic flu as a real threat, only 52% said they
believed they had adequately planned. That 52 % was a significant increase from the 14%
who had formerly said they had adequately planned ways to protect themselves in 2005.
Other experiences, however, still indicate the need for more serious interactions between
Emergency Management, Public Health, and the Business sector in order to optimize
interactions that will need to take place in the event of an outbreak. This relationship remains
critical throughout the recovery phase as businesses seek to regain their stability, staff and
customers.

There is great controversy as to the usefulness and wisdom of Tamiflu stockpiling in the
United States. There is no doubt that most major agencies, including WHO and CDC,
consider Tamiflu to be an important component of Pandemic Influenza Readiness. However,
the WHO and the Food and Agriculture Organization of the United Nations (FAO)
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recommend against using Tamiflu prophylactically because of potential loss of its
effectiveness due to resistance. In June of 2006, the Deputy Assistant for Critical
Infrastructure Protection and Compliance Policy for the U.S. Department the Treasury
testified before the Financial Services Subcommittee on Oversight and Investigations that
businesses needed to have contingency plans that including stockpiling of such items as
masks, gloves, and antiviral agents (Parsons, 2006). The Hong Kong Center for Health
Protection (2006a, 2006b) has urged Hong Kong businesses to stockpile antivirals, primarily
because the public healthcare system will be overwhelmed. Certainly, the manufacturer of
antiviral agents has also voiced strong support for stockpiling as a mechanism for businesses
to survive such a devastating pandemic. Advertising campaigns and an online Pandemic
Toolkit have been created surrounding this concept.

There is some evidence that large businesses have begun stockpiling of antiviral agents,
although specifics are difficult to obtain. In reality, use of antivirals is but one piece of a
much larger puzzle that businesses must assemble to be appropriately prepared for a
Pandemic of Influenza HSN1. There are many locations, including www. PandemicFlu.com
and www.who.int that can assist businesses in their efforts to become better prepared.
Continuity of Operations plans must be created, with special attention paid to the Continuity
of Human Capital, Customer Continuity, Supply Continuity, and IT Continuity (Deloitte
Center for Health Solutions, 2006).

Ethical Issues of Stockpiling Tamiflu

One of the risks in encouraging stockpiling of an antiviral agent, whether by businesses,
organizations, or individuals, is that this changes from good preparedness into a situation of
hoarding a limited supply of life saving medications. Roche has been criticized (Russell,
2006; CIDRAP News, 2006). for marketing their Tamiflu to businesses, with some calling it
socially irresponsible. In fact, Roche has created an online Toolkit to help businesses decide
how many doses to order. Although the Department of Heath and Human Services has not
specifically addressed this issue with corporations, they do advise against any personal
stockpiling. Some states, including California have advised their physicians not to prescribe
prophylactic antiviral agents for their patients. This is, again, based on the fear that there
would not be enough of the drug if needed.

Some believe that since the practice is employment based, that the unemployed or those
unable to pay would be unfairly punished. Dr. Howard Markel, a medical historian at the
University of Michigan, correlates the existence of a crisis with not only stockpiling, but
hoarding, black marketing, and other inappropriate behaviors (Franklin, 2005). In
considering the issue of stockpiling, Proctor and Gamble Corporation addressed the ethical
considerations of such a move (Prystay et al., 2006). If a limited stockpile is acquired, who
gets it and on what basis? If others you know you have a stockpile, do you not become a
potential target? Swire Pacific Ltd.’s Cathays Pacific Airways, Ltd. has some type of
stockpile, but no specific priority order. Virgin Atlantic Airlines purchased 10,000 doses for
their employees (Wolk, 2005). When it’s gone, it’s gone. Much of the drive to acquire
Tamiflu is based on anxiety levels among the population, according to Ira Cohen, an
education consultant in Beijing. Myles Druckman, an employee of International SOS who
advises companies about Pandemic Flu preparedness, is working on programs to mange
anxiety in the work force. The irony of the stockpiling is that the virus may ultimately be
resistant to the drug, making high doses necessary, or the drug ineffective. People forget that
this is not an antibiotic. It is only protective for the short period it is taken, and they are again
vulnerable. How good will a few days of protection be for a pandemic that could go on for
months or years, or in many waves?
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Comparison of Tamiflu Use to Social Distancing

There has been much discussion of the issues surrounding the concepts of isolation and
quarantine. Legal questions, concerns over level of force allowed to maintain quarantine,
keeping quarantined populations supplied with basic necessities, and the infringement on
individual right are all being debated. Using the new Community Strategy for Pandemic
Influenza Mitigation in the United States (CDC, 2007) and its Pandemic Influenza Severity
Guide with its five levels of severity, a level five would project over 1.8 million lives lost, with
a case fatality rate of 2%. Levels four and five would recommend that such things as school
closure, cancellation of movies, sports events and other public gatherings, voluntary isolation
and quarantine, and use of teleworking strategies be used for months at a time (McNeil, 2007).
However, it is anticipated that with the level of illness and death present at that point, the
public would be so fearful of large groups that these recommendations would occur naturally.
These events would greatly reduce levels of exposure and the potential need for use of
Tamiflu.

Findings and Discussion

As the discussion concerning Avian Influenza and the potential for Pandemic Influenza has
evolved and matured, much of the hysteria and many of the reactionary positions have been
tempered. Regardless of the decision made, each business should at least ask the question of
whether stockpiling is a logical and ethical, as well as financially feasible given their specific
circumstances. As a guideline, we suggest that you ask the following questions:

1. Have you created a Continuity of Operations Plan (COOP) to guide you in your decision-
making process?

2. Have you given appropriate education to your staff and their families concerning how to
best prepare for disasters such as pandemic influenza?

2. Are you in a business deemed to be “critical infrastructure” so that governmental plans
may already provide various types of assistance, including antiviral agents?

3. If you decide that stockpiling is an appropriate choice for you organization, have you
considered the potential issues/problems listed above?

The majority of businesses do not survive after major disasters. The decision as to whether or
not to stockpile antiviral agents must be made based after consideration of the many factors
presented in this paper, and is just one component of the preparedness equation. The key to
the survival of your business will be on taking concrete action based on the plans you have
created.

References

CDC. (2007). Interim Pre-pandemic Planning Guidance: Community Strategy for Pandemic
Influenza Mititgation in the United States. www.pandemicflu.com. Accessed 2/27/2007

CIDRAP News. (July 25, 2006). Roche Criticized for Marketing Tamiflu to Businesses.
http://cidrap.umn.edu/cidrap/content/influenza/pnflu/news/jul2506roche.html. CIDRAP.
Univ. of Minnesota. Accessed 2/17/2007

Deloitte Center for Health Solutions. (2007). Year Two Pandemic Preparedness Survey
Results. Deloitte Development LLC, U.S.A.
http://www.deloitte.com/dtt/article/0,1002,51d%2D80772%26¢1d%3D138966.00.html).
Accessed 2/11/2007.

-42 -


http://www.pandemicflu.com/

The International Emergency Management Society
14" Annual Conference, June 5" — 8%, 2007
Trogir, Split, Croatia
Elliott, V. (2007). Vet Taken Ill at Matthews’ Turkey Farm.
http://timesonline.co.uk/tol/Print.do?articleld=1343593. February 7, 2007 TimesOnline,
Times Newspapers, Ltd.

Franklin, D. (2005). Should We All Be Stockpiling Tamiflu? April 5, 2005, New York
Times

Germann, T. C., K. Kadau, I. M. Longini, C. A. Macken. (2006). Proc. Natl. Acad. Sci. 103:
5935.

Gray, R. (2007). Fears Grow That Gulls Will Spread Flu Far and Wide.
http://www.telegraph.co.uk/news/main.jhtml?xml=/news/2007/02/18/nflul8.xml. The
Sunday Telegraph. United Kingdom.

Hong Kong’s Center for Health Protection. (2006a). Guide to Doctors Engaged in Antiviral
Stockpiling for Enterprises.

http://www.chp.gov.hk/files/pdf/influenzapage_guide to_doctors_en 20060530.pdf.
Accessed 2/25/2007

Hong Kong’s Center for Health Protection. (2006b). Guide to Enterprises for Influenza
Pandemic Preparedness — Antiviral Stockpiling. http://www.chp.gov.hk/files/pdf/Guide-
enterprises-forinflu-pandemic-pre-Anti-stock-en-20060525.pdf. Accessed 2/25/2007

Longini, I. M., M. E. Halloran, A. Nizam, and Y Yang. (2004). Containing Pandemic
Influenza with Antiviral Agents. Am. J. Epidemiol. 159:623-633.

Mackenzie, D. (2005). Can Tamiflu Save Us From Bird Flu?
http://newscientist.com/channel/health/bird-flu/mg18625023.100. New Scientist. Accesses
2/27/2007.

McNeil, D. G. (2007). Closings and Cancellations Top Advice on Flu Outbreak. February 2,
2007. The New York Times.

Parsons, S. (2006). Testimony of D. Scott Parsons, Deputy Assistant Secretary for Critical
Infrastructure Protection and Compliance Policy for the U.S. Department the Treasury, Before
the U.S. House of Representatives Committee on Financial Services Subcommittee on
Oversight and Investigations. June 29, 2006.
http://www.ustreas.gov/press/releases/js4342.htm. Accessed on 2/25/2007.

Prystay, C., M. Hiebert, and K. Linebaugh. January, 2006. Companies Face Ethical Issues
Over Stocking Tamiflu for Staffers.
http://www.careerjournaleurope.com/hrcenter/articles/20060117-prystay.html.
CareerJournal.com from the Wall Street Journal. Accesses 2/11/2007

Revill, J. (2007). It’s Too Early to Panic, But We Should Prepare.
http://observer.guardian.co.uk/uk news/story/0,,2005574,00.html. The Observer, United
Kingdom. Accessed 2/27/2007.

Russell, S. (2006). Officials Decry Private Flu Drug Deals: Fed’s Supply is Low, but
Drugmaker Urges Corporate Caches. July 23, 2006 San Francisco Chronicle.

Shaikh, T. (2007). Bird Flu Alert as 1,000 Turkeys Found Dead in Suffolk.
http://www.guardian.co.uk/birdflu/story/0,,2005157.00.html. The Guardian. United
Kingdom.

-43 -


http://cidrap.umn.edu/cidrap/content/influenza/pnflu/news/jul2506roche.html
http://www.deloitte.com/dtt/article/0,1002,sid%2D80772%26cid%3D138966,00.html
http://timesonline.co.uk/tol/Print.do?articleId=1343593
http://www.telegraph.co.uk/news/main.jhtml?xml=/news/2007/02/18/nflu18.xml
http://www.chp.gov.hk/files/pdf/influenzapage_guide_to_doctors_en_20060530.pdf
http://www.chp.gov.hk/files/pdf/influenzapage_guide_to_doctors_en_20060530.pdf
http://www.chp.gov.hk/files/pdf/influenzapage_guide_to_doctors_en_20060530.pdf
http://newscientist.com/channel/health/bird-flu/mg18625023.100
http://www.ustreas.gov/press/releases/js4342.htm. Accessed on 2/25/2007
http://www.ustreas.gov/press/releases/js4342.htm. Accessed on 2/25/2007
http://www.careerjournaleurope.com/hrcenter/articles/20060117-prystay.html
http://www.careerjournaleurope.com/hrcenter/articles/20060117-prystay.html

The International Emergency Management Society
14" Annual Conference, June 5" — 8%, 2007
Trogir, Split, Croatia
Smith, D., A Asthana, R. McKie, and A Young. (2007). Lethal Vir